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I. OO0mue cBeaennst
Ob6ecnedecHue 6e30MacHOCTH HHGOpPMaLMY B aBTOMAaTH3UPOBAaHHBIX CUCTEMAX | 06033 |
(HaMMeHOBaHKe BUJA NPOGECCHOHATBHOM NEATENBHOCTH) Kon

OcHOBHAaA I1eNs BHja IpodecCHOHATBHOM AEATEILHOCTH:

O6ecreuenue 6e30macHOCTH HHGOPMAIMY B aBTOMATH3HPOBAHHBIX CHCTEMAX, PYHKUHOHUPYIOIKX B
YCIIOBHSAX CYIIECTBOBAHHSA yrpo3 B HHGOpMANMOHHOH cdepe 1 0bnamaronux HHGOPMAIOHHO-
TeXHOJIOTHUECKHMH pecypcaMy, TOAJIeKalUMH 3aIiTe

['pynma 3aHsATHIA:

1213 PykoBoauTed B 061aCTH 1223 PykoBoauTey moJpa3AeIeHHH 110
oIpe/ie/IeHUs! IOTUTHKH K HaYYHBIM UCCIICIOBaHUIM H
IUTAaHHPOBAHMS AEATSILHOCTH paspaboTkam

1330 PykoBoauTeny Ciyx0 u 2425 CrnenuamcTsl OpraHOB
noapasaenenuii B chepe rOCyJapCTBEHHOM BJIACTH
HHGOpPMaLHOHHO-




KOMMYHHKAIIMOHHBIX TEXHOIOTHH
2511 CucTeMHBIE aHATUTUKH 2512 PaspaboTunku nporpaMMHOIO
, obecneueHus
2519 PazpaGoTynku ¥ aHATUTHKH 2523 CoenuanracTsl 10 KOMIBIOTEPHBIM
IPOrpaMMHOr0 00eCIIEUeHHUS U CETIM
HPUIOKEHNH, He BXOJAIIME B
JIpYTHE TPYIIIBI
3511 CrnenuanicTE-TEXHHKH 110 3513 CroeuyaniucTh-TEXHUKH 10
SKCIUTyaTaluy HHGOPMaHOHHO- KOMITBIOTEPHBIM CETSM M CHCTEMaM
KOMMYHHKAIMOHHBIX TEXHOIOTHH
3359 CpennerexHUIeCKUH IepcoHal - -
Ha rOCYAapcTBEHHOH ciryx6e, He
BXOISIHUNA B IPYTHE IPYMIIEI
(xon OK31) (HarMeHOBaHHE) (xox OK3) (HapuMeHOBaHuUe)

OTHeceHHue K BUIaM SKOHOMHYECKOHN AeATEIbHOCTH:

62.01 Pa3paGoTKa KOMIBIOTEPHOTO IIPOrPaMMHOI0 00eCICUCHUS]

62.02.1 JleaTenpHOCTD 0 IUIAHAPOBAHHUIO, IPOEKTUPOBAHHMIO KOMIIBIOTEPHBIX CHCTEM

62.02.2 JlesaTetbHOCTH 0 00CIIEN0OBAHUIO M SKCIIEPTH3€ KOMIIBIOTEPHBIX CHCTEM

62.02.3 JleaTenpHOCTH N0 00YYEHHIO MOJIb30BaTENEH

62.02.4 JleaTenpHOCTD 10 IOATOTOBKE KOMIIBIOTEPHBIX CHCTEM K OKCILTyaTaliu

62.02.9 JlesaTensHOCTh KOHCYJIFTATHBHAS B 00J1aCTH KOMIBIOTEPHBIX TEXHOJIOTHI Npovas

62.09 JlesaTeIbHOCTD, CBA3aHHAs C HCIIOIF30BAHAEM BBIYHCIIUTEIHON TEXHUKH U
uHGOPMAMOHHBIX TEXHOJIOTHH, IIpoYas

71.20.9 JleATenpbHOCTD IO TEXHUYECKOMY KOHTPOJIIO, HCIIBITAHHAM U aHANU3Y npodas

72.19.2 Hayungle HccnenoBanus U pa3paboTKa B 001aCTH TEXHHYECKHUX HAYK

(xon OKBSIIZ) (naMMeHOBaHME BHIa SKOHOMHIECKOH NeATeTHHOCTH)
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II1. XapaxkTepucTHKa 0600eHHBIX TPYAOBBIX GyHKIMi

3.1. O6o0mennas TpynoBas GyHKIHSA

OG6cnyxuBaHHE CHCTEM 3alUTE HHPOPMAITHH
HanmeHoBaHUe am (bopman Koxn A Yposers 5
B aBTOMATH3UPOBAHHBIX CHCTEMAX KBanuQUKaIMH
IIpoucxoxacHue
N 3aMCTBOBAHO M3
0606meHHoI TpyAOBOH Opurusan X
OpHIMHATA
byHKIIIH
Kon PeructparmoHHBIA
OpHriHajza HOMEP
mpodeCCHOHATEHOTO
CTa”HaapTa
Bo3moxHEIe Texnuk o 3amure uHbopmarun I xkareropun
HauMEHOBAHM Texnuk no 3amure uaGopManuu 1l xkareropun
JIOJDKHOCTEH, TexHuK Mo 3ammTe HHPOpMaLUH
npodeccuii
TpeboBanus x Cpennee mnpodeccHoHaIbHOE 00pasoBaHHe — IPOrpaMMBbl  IOATOTOBKH

obpaszoBaHUIO U
00ydeHmIo

CIIEMUAIIMCTOB CPCAHETO 3BCHA I10 HpO(bI/IJIIO AEATCIABHOCTH

TpeboBanus K ONBITY
[IPaKTHIecKo# paboTHI

Tl nomxHOCTEl 6€3 KaTeropuii — OmbIT paboThl He Tpedyercs
Tl JOJDKHOCTEHR ¢ KaTeropreil — ONbIT paboThl B JOJDKHOCTH C Gonee HU3KOH
(mpenmecTByIOmeR) KaTETOpHEH He MeHee OJJTHOTO rofa

Oco06rie ycroBus
JOMmycKa K paboTte

Apyrue
XapaKTepUCTHKH

PexoMeHAyeTcs NONOJHUTENBHOE IpodeccHoHambHoe —oOpasoBaHHEe —
IIpOrpaMMBI NOBBINIEHUs KBatuukamuu B 061acTH  MHGOPMAHOHHOK
6e30macHOCTH

I[OHOJIHI/ITCJILHBIC XapaKTCpUCTUHKA

HaumenoBanue Kox HanmMenosauue 6a30BO# rpyMHIIbl, JOIDKHOCTH
JIOKyMEHTa (mpodeccun) WM COENUATLHOCTH
OK3 3511 CoenuatuCcTh-TeXHUKH 110 SKCILTyaTallui
HH}pOPMAIIMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHH
3513 CrenMaMCTHI-TEXHAKH 10 KOMITBIOTEPHBIM CETAM M
cHCcTEMaM
3359 CpemHeTeXHUYECKHUH IEpCOHAN HA TOCYAapCTBEHHOH
cimyx0e, He BXOJUIIHH B Ipyrue rpynibl
EKC’ - TexHuK 110 3amuTe HHGOpMaIHH
OKIIITP* 27032 Texnuk 1m0 3amure HHGOpMaIMU
OKCO’ 090108 Hudopmarnmonnas 6€301aCHOCT




3.1.1. TpynoBas pyHKIHA

ITpoBesieHne periaMeHTHBIX paboT 1o VpoBeHb
HaumeHoBaHue SKCILTyaTalliM CHCTeM 3amuTsl HEGopManuu | Kox | A/0L.5 (moxypoBeHs) 5

ABTOMATH3HPOBAaHHBIX CHCTEM KBATHpHKALITH
INpoucxoxaeHue TPy AOBOiA Opurmsan X 3auMCTBOBAaHO U3
$bysxIMHI opHruHaiza

Kon PernctpaltioHHBII
OpUTHHATA HOMED
npodeccCHOHANBHOIO
CTaHJapTa

TpynoBbie AeHCTBHS TlpoBepka  paGOTOCIOCOGHOCTH ~ CHCTEMBI  3am|Thl  HHGOPMAIAH

ABTOMATH3HPOBAHHOM CHCTEMBI

KOHTpONs COOTBETCTBHSA KOHGMIypalHy CHCTEMBI 3allMThl HHGOPMAIHH
aBTOMATH3HPOBAHHOM CHCTEMBI €€ SKCILTyaTallMOHHOH JOKYMEHTAIUH
KOHTpONb CTabMIBHOCTH XapaKTEPHCTHK CHCTEMBI 3alMTHl HHGOpMALMH
ABTOMATU3HUPOBAHHON CHCTEMEI

HeoGxoaumsle ymenns | Konpurypuposats  napaMeTpbl — CHCTEMBI  3al0MThl  MHGOpMAIMH
ABTOMAaTH3HPOBAHHOM CHCTEMBI B COOTBEICTBHHM C €€ BKCIUIyaTal[HOHHOH
JIOKYMEHTaluen

OGHapYXMBaTh U YCTPAHSTH HEUCIPABHOCTH CHCTEMBI 3aIMTHI HHGOPMaIMK
ABTOMATH3HPOBAHHOM CHCTEMBI COTIACHO IKCILTY aTAllHOHHON JOKYMEHTAINH
TTpoH3BOAUT MOHTX U AMATHOCTHKY KOMIBIOTEPHBIX CETeH

Wcnonp30BaTh  TUNOBBIE  KpHOTOrpagudeckue  CpeacTBa  3alIUTHI
nHdOpMaIMK, B TOM YHCIIE CPEICTBA NEKTPOHHON NTOAIHCH

HeobxonuMele 3HaHMSL THnOBBIE CpEACTBA H METOABl 3alIUTHI MHPOpPMANMA B JIOKAIBHBIX H
rI00ATbHBIX BRIYHCIATENIBHBIX CETAX

Basosas KOH(pUrypanus CHUCTEMBI 3aIUTHI uHbOpMaIIH
ABTOMATH3HPOBAHHOH CHCTEMBI

OcoGeHHOCTH IMPUMEHEHHS IIPOrPaMMHBIX W MPOrpaMMHO-aNNapaTHBIX
CpeJICTB 3aATH HHGOPMAIIMH B aBTOMaTH3HPOBAaHHbIX CHCTEMAaX

TunoBble  CpPeJCTBA,  MeTOAI M HPOTOKONB  HIEHTH(HKALMH,
ayTeHTHGNKAIUH ¥ aBTOPU3AIHH

HopMaTHBHEbIE TPABOBBIE aKTHI B 00JIACTH 3aIATHI MHGOPMAIHH
OpraHu3alEOHHbIE MEPHI 10 3aIIUTe HHPOPMALHH

Jpyrue XapaKTepUCTHKH | -

3.1.2. TpynoBas dyaxunust

Benenune TeXHUIECKOH JOKYMEHTAIIHH, YpoBersb
HauMeHOBaHME CBSI3aHHOM C SKCIUTyaTalldeil CHCTEM 3alluThl | Koxn A/02.5 (roypOoBeHb) 5
HH(pOpMalH aBTOMAaTH3UPOBAHHBIX CHCTEM KBaTHUKAIIH
XOXKICHHE OBOM CTBOBAHO
IIpoucxoxIeHue TPYAOBOH Oparmman X 3auMCTRO u3
yHKUHH OpHTHHAIA
Kon PeructpaiyoHHBIH
OpHuruHasia HOMCp
npohecCHOHAIBLHOTO
cTaHgapTa

{prz[om:le JEUCTBHS ]Be,ueHne JOKYMEHTOB  ydeTa, 00paboTKH, XpaHeHHS M nepez[a'mt
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UH(OPMAIUH, COCTABIAIONIEH TalHY

Undopmuposanue nepconaia o6 yrposax 6e30nacHOCTH HHbOpManuy

I/IH(i)OpMI/IPOBaHI/IC IIepCcoHaja O IpaBWJiaX JKCIUTyaTalli¥ CHCTCMbI 3alINThI
aBTOMaTI/I3I/IPOBaHHOI71 CHCTEMBI B OTACIBHBIX CPEACTB 3alIUThI I/IH(I)OpMaI.[I/II/I

BeZleHHE TPOTOKOJOB H KYyPHANOB ydeTa HPH HM3MCHEHHM KOH(Hrypauuu
CHCTEM 3alIUTH HH(POPMAIIHA ABTOMATH3HPOBAHHBIX CHCTEM

Benenne MpOTOKOJIOB ¥ XXYPHAJIOB y4eTa IPH OCYIIECTBICHHH MOHHTOPHHTa
CHCTEM 3alMTH HHGOPMAIMH aBTOMaTH3MPOBAHHBIX CHCTEM

BezeHue IPOTOKOJIOB ¥ JKYPHAIOB YYeTa IIPH OCYIIECTBICHUH ayJuTa CHCTEM
3amM T KHGOPMAIIHH aBTOMAaTH3HPOBAHHBIX CHCTEM

Heob6xoauMble yMEHAS

OdopMIIATs TOKYMEHTAIMIO IO perJaMeHTallHM MEPONPUATHH M OKa3aHHIO
YCIIYT B 06J1aCTH 3aI0UTH HHPOpMaluK

OdopMIATE TEXHHYIECKYIO JOKYMEHTAIMIO B COOTBETCTBUM C HOPMATHBHBIMH
IPaBOBBLIMH aKTaMH B 00JIaCTH 3aIIUTEl HHGOpMAlHH

HCO6XO,Z[I’IMI>IC 3HaHUuA

HOpMaTI/IBHBIe IIPaBOBBIC aKThHI B 00J1aCTH 3aIUTHL I/IH(i)OpMaIII/II/I

OCHOBHBIE METOJUYECKHE W PYKOBOASAIIME NOKYMEHTHI YHNOJIHOMOYEHHBIX
demepaIbHBIX OPraHOB HCIIOJHATEBHOM BIACTH IO 3alluTe HHGOPMAIHK

DKCHIyaTallMOHHAs ¥ NPOEKTHas JIOKyMEHTalMs Ha aBTOMaTH3HPOBaHHYIO
CHUCTEMY

OcHOBHBIC METOIEBI opraHusalyn u IIPpOBEOCHUA TEXHHUYICCKOTO
06CJIY)KI/IB3HI/ISI TEXHHYCCKUX CPCACTB nmbopmamzaunn

OpranusalMoHEbIe MepH! 110 3alliuTe HHpOopMalH

Jpyrue xapakTepUCTHKH

3.1.3. TpyaoBas ¢pyHKIHASA

O6ecrneyenne 3aMKTH HHGOpMANUK IpU Yposers
HauMeHoBaHue BBIBOJIE M3 SKCILTyaTaluu Kon | A/03.5 (momypoBeHb) 5

ABTOMATH3HPOBAHHBIX CHCTEM KB pUKan
TIpoucxoxaeHNe TPyAOBOH Opurmman X 3amMCTBOBAHO M3
$yHKIHM OpUTMHAJIA

Koxn PeructpalOHHBIN
OpUTHHANA HOMEp
po¢eCCHOHATLHOTO
CTaHjaapTa

TpynoBele nIeHCTBUA

VHpuTOXeHMe  mHpopMmanuH, oOpabaTeiBacMOMH aBTOMATH3HPOBAHHOMN
CHCTEMOH

VHHYTOKEHHEe MAIIHHHBIX HocHTened wmHbopManmy, ob6pabaTbiBaeMOH
ABTOMATHU3UPOBAHHOM CHCTEMOM

ApxuBupoBanue wuHpOpMAIHH, 06pabaTEHIBAEMOH  ABTOMATH3HPOBAHHOK
CHCTEMOH

Heo6xonumeie yMeHUA

Hcronp30BaTh NPOrPaMMHBIE CPECTBA Al apXUBHPOBaHHUS HHGOpMAIMH

Hcnons30BaTh HpOrpaMMHBIE M IPOrpaMMHO-allllapaTHble CPEeACTBAa UL
YHUYTOXEHHA MHOpMALUK H HocHTeNneH nadopmanmy

Ucnonp3oBaTh  THIOBBIE  KpUITOrpaguYeckue  CpPeACTBA  3aMIUTHI
HHPOPMAIIHH, B TOM JHCIE IEKTPOHHYIO MOIIHCH

HeobxoauMele 3HaHHA

TIporeaypsl 1O  apXMBHpOBaHMIO  HHopManuu,  obpaGaTsiBacMOn
aBTOMAaTHU3UPOBAHHOMN CHCTEMOM '

Ha3nauenne ¥ OpHHOUOE pabOTHI OCHOBHBIX Y3JIOB COBPEMEHHBIX
TEXHHYECKHX CPEICTB HHOOPMATHU3aIHH




Opraﬂnsaunx PEMOHTHOTO 06CJIY)KI/IBaHI/ISI KOMITOHCHTOB

aBTOMaTI/I3I/Ip0BaHHOﬁ CHCTCMBI

Pernament aBTOMaTI/ISI/IPOBaHHOf;I CHCTEMBI 110 YHHYTOXCHHUIO PIH(i)OpMaHI/II/I u
MAaIIMHHBIX HOCHTENEH I/IH(I)OpMaHI/II/I

HopMaTHBHbIE IPAaBOBHIE AKTHI B 06JIACTH 3aIMTHI HHPOpMALIH

OCHOBHBIE METOAMYECKHE H PYKOBOJSIIIHE AOKYMEHTHI YMOTHOMOYCHHBIX
desiepabHBIX OPraHoB MCIIOIHUTENBHOM BIIACTH M0 3amuTe HHGOpMAaIUH

Jpyrre xapakTepHCTHKH

3.2. O600mennas Tpyaosas GyHKIusA

O6ecneyernne 3amuTh HHGOPMALUHK B v
OBCHbDb
Haumenopanwue p
ABTOMATH3UPOBAHHBIX CHCTEMAX B IIpoLecce Kox B F— 6
HX SKCIUTyaTanuu
IIpoucxoxaeHue
L " 3aMMCTBOBaHO U3
0606merHo# TpyaoBoii Opurunan X
OpHUTHHAA
dyHKIIH
Kon PerucrpaioHHBIA
OpUTr¥HaNIa HOMED
mpoheCCHOHAIBHOTO
CTaHJapTa
BosMmoxnsle WmkeHep 1o 3amute HHGOPMALIUH
HaUMEHOBAHUS Crenpaiuct 1o 3ampTe uadopMany I kKareropuu
JIOJDKHOCTEH, Crnemmanuct o 3amute napopMmanuH 11 kareropun
npodeccuit CrenpanucT o 3amure HHGopMaIuu

HMmxeHep-NporpaMMHECT 110 TEXHHHIECKOH 3ammTe rHdopManuu I kaTeropuu
HxeHep-TIporpaMMICT [0 TeXHHIecKo#H 3ammuTe nHdopMmaruy 11 kaTeropuu
MmKeHep-NporpaMMHECT 110 TEXHAYECKOH 3aIuTe HHPOpMaliy
Wmxenep-nporpaMMHUCT 1 kaTeropuu

Wmxenep-nporpammuct II kareropun

Wmwxenep-nporpammuct II xateropuu

Hmkenep-nporpaMMHCT

TpeGoBanus k
00pazoBaHHIO U
00yJYEHHIO

Bricmee ob6pasoBaHHe — OaxamaBpuar B obnacTH HH(OpMAIMOHHOH

0e30IMacHOCTH

TpeboBanus K OIBITY
IpaKkTHIeCKoH paboTel

Tl MoMKHOCTed 63 KaTeropuil — OIbIT paboTh! He TpebyeTcs
Jl1s1 DOJDKHOCTEH ¢ KaTeropueif — olsIT paboThl B HOJDKHOCTH C OoJiee HU3KOH
(TpemuecTBYIOMER) KaTErOpue He MEHee OJHOTO rofia

OcoOble ycnoBus
JoIycKa K pabore

Hanuyue momycka K rocyapCTBEHHOM TaiiHe® (IIpH HEOGXOAUMOCTH)

Hpyrue

XapaKTePUCTUKH

JlonoIHATEeNBHBIE XapaKTEPUCTUKU

Haumenosanue Kox HammMenoBanue 6a30B0i rpynisl, J0JDKHOCTH
JIOKYMEHTa (mpodeccun) MM CIENUATEHOCTH
OK3 2519 Pa3paboTuMKy ¥ aHAUTHKH IIPOrPaMMHOTO 00eCTIeICHUS
M OPWIOKEHHUH, He BXOSIINE B IPYrAe IPYIIILI
2425 CrenuaimcThl OPraHoB rOCyJapCTBEHHOM BIACTH
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2523 CucTeMHBIE aIMHHUACTPATOPHI
EKC - WmxeHep-IporpaMMACT (IPOTrpaMMHCT)
- HHXeHep-nporpaMMHCT 110 TEXHUYECKO 3amuTe
HHGOpMaLIH
OKIIATP 22824 VxeHep-nporpaMMucCT
26579 Crnenyamuct mo 3amure HHGOpMaluH
22567 Hmkenep 1o 3amure HHPOpMaIHH
3.2.1. TpynoBas pyHKIHA
JlparaocTKa CHCTEM 3aUTHl HHGopManum YposeHb
Hamvenosanye ABTOMATH3UPOBAHHBIX CUCTEM Kon | B/01.6 (mozyposeHs) 6
KBaJIM(HKAIMU
TIpoucxoxeHHe TPYHOBOM Opurmean X 3aumMCTBOBAHO M3
$yHKIHM OpMTHHAJIA
Kon PerucrpallmOHHBINA
OpHTHHAJIA HOMED
mpodecCHOHATILHOTO
crapaapTa

TpyZnossie neiicTBHA

OGHapyXeHve HHIUIEHTOB B IPOIECCe SKCILTyaTalliy aBTOMATH3HPOBAHHOH
CHCTEMBI

Unentnduxanus HHITUIECHTOB B mporecce IKCIUTyaTallu{
ABTOMAaTHU3HPOBAHHON CHCTEMBI

OlleHKa 3aMAMEHHOCTH aBTOMATH3UPOBAaHHBIX CHCTEM C MOMOIIBIO THIIOBBIX
IPOTPaMMHEIX CPEJICTB

YCTpaHCHI/IC AHIMOECHTOB, BO3HHKIIHX B  IIpoUecCe€  OKCILTyaTaluH
aBTOMaTI/I3I/Ip0BaHHOI71 CHCTCMBI

Pacuer nokazarene 3¢ PeKTHBHOCTH 3aIIMTHI urdopmarmu,
o0pabaTsiBaeMoif B aBTOMATU3MPOBAHHBIX CHCTEMAaX

VIHCTPYMEBTANBHBIH KOHTPONb IoKazaTened 3(h¢eKTHBHOCTH  3allUTHI
pabopManuy, 06pabaTEBaAEMON B aBTOMATH3HPOBAHHBIX CHCTEMAX

HeoOxoauMbie yMEHH

Onpenensrrb VCTOYHUKH ¥ IPAYMHEI BOSHUKHOBCHHA HHIUACHTOB

QOuednBaTh MOCICACTBHAA BEIIBICHHEIX HHIIHACHTOB

O6HapyXUBaTh HAPYIISHH OPaBUJl pasTPaHHICHHS JOCTyIa

VcTpaHsaTh HAapyIIeHHS IPAaBHI pasTpaHAYEHHs JOCTyNa

OCymecTBIAT, KOHTPONb  OOecIedeHHs ypOBHA  3alMINECHHOCTH B
aBTOMATH3UPOBAHHBIX CHCTEMAX

Wcmons30BaTh  KpHNTorpagudeckue METOABI M CPEACTBA  3AIlMTHI
nHGOpPMaNUY B aBTOMATH3HPOBaHHBIX CHCTEMaX

Heo0OxoauMple 3HaHHAA

HopMaTHBHEIE IPABOBbIC aKTHI B 00IACTH 3aIIMTHL HHGOpMAIHH

HaroHajbHBIE, MEXTOCYIapCTBEHHBIE M MEXIyHapOIHBIE CTaHIApTHI B
006J1acTH 3aIIUTH HHPOpMaLUU

PyKOBOZISIIIHE M METOMIECKAE JOKYMEHTHI YIIOMTHOMOYECHHBIX (eiepabHbIX
OpraHOB MCIOJIHHUTEIbHOM BIACTH 110 3aIuTe HHOpMAlHH

Opragu3ayOHHEIE MEPHI IO 3aIuTe HHPOpMAIHH

TIpHHIMIE OCTPOEHMS CPEACTB 3allMTH HHGOPMANMH OT (YTEYKH» IO
TEXHHYECKHMM KaHaJIaM

KpnTepnn OIICHKH 3aIMHICHHOCTH aBTOMaTHSHpOBaHHOﬁ CHCTCMBbI

TexHudecKre cpeacTBa KORTPOIs 9beKTHBHOCTH MEp 3allUThH HHpOPMAIHH

PerimaMeHT HEGOPMHpPOBAHHUS IEPCOHANA aBTOMATH3MPOBAHHOH CHCTEMBI O
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BBIIBJICHHBIX HHIUICHTAX

Pernament y4€Ta BEIABJICHHBIX WHIIMACHTOB

Pernmament YCTPAHCHHA MHIINJACHTOB

OCHOBHBIE  KPUNTOrpaQuYecKue METOHBI,  AIrOPUTMbI,  IPOTOKOJHEI,
HCIIOJIB3yEMbIE JUIS obecrnieucHus 3aMTUTHI rH(pOopMaIu B
ABTOMATH3WPOBAHHBIX CHCTEMAX

Jpyrue xapaKTepHCTHKH

3.2.2. TpynaoBasg pyHxnus

AIMHHHCTPHPOBAHHE CHCTEM 3AIUTHI YposeHs
HanmeHosaHue uHGOPMALMU aBTOMATH3APOBAHHBIX CUCTEM Kon | B/02.6 (momyposern) 6
KBAIH(UKAIH

INpoucxoxkaeHue TPYAOBOi
dyHKman

3arMCTBOBAHO W3

Opurmaan X p——
Kon PerucrpanuoHHbIi
OpHTHHANA HOMED
mpodeccHOHATBHOTO
cTaHmapTa

TpynoBbie neHCTBUS

VcraHOBKa OOHOBJIEHHMI IPOrPaMMHOr0 OOecIeueHHs aBTOMATH3HPOBAHHON
CHCTEMBI

OGecrieueHne Oe30macHOCTH MHpOpMAmHM ¢  yieToM  TpeboBaHHS
3¢ heKTHBHOro HYHKIIMOHHPOBAHKA aBTOMAaTH3UPOBaHHOH CHCTEMBI

praBJIeHI/Ie OJIHOMOYHMSMH I10JIb30BaTeIer aBTOMaTPISHPOBaHHOfI CHCTEMBI

UndopmupoBanue MOJIB30BaTENIeH 0 IIpaBHJIaX 9KCILTyaTalluu
aBTOMAaTH3MpPOBAaHHOM CHCTEMBl C Yy4eToM TpeOoBaHMH 1O 3aluTe
HHPOpMaIIH

IIpoBeneHue 3aHATHH C NEPCOHAIOM IO paboTe ¢ CHCTEMOH 3alIMTHI
rHpopMaul ABTOMATH3HPOBAHHOH CHCTEMBI, BKJIIOYasd IPOBCACHHE
IPaKTUYECKUX 3aHATHH C IEPCOHAIOM Ha MaKeTax MM B TECTOBOM 30HE

Buecenme W3MEHEHHH B  OKCIUIyaTallMOHHYIO  JOKYMEHTallMIO H
OpraHU3alHOHHO-PACTIOPA/IMTENBHEE  JOKYMEHTEl 1O CHCTEME  3allUThHI
uHGOpPMAIH aBTOMaTH3HPOBAHHOH CHCTEMBI

HeoOxommele yMeHHsA

Co3paBath, YJQIATh M H3MEHATh YUCTHBIE 3allUCH IOJIb30BaTeleH
aBTOMATH3UPOBAHHOM CHCTEMBI

[InapMpoBaTh MOMHTHKY O0€30MacHOCTH IPOrPaMMHBIX  KOMIIOHECHTOB
AaBTOMATH3MPOBAHHBIX CHCTEM

VcraHaBIMBaTh M HACTpaMBaTh ONCPALMOHHBIC CHCTEMBI, CHCTEMBI
ynpaBieHus 6a3aMi JaHHBIX, KOMIBIOTEPHBIC CETH M IPOTPAMMHBIC CUCTEMBI
¢ yueToM TpeGOBaHHH 110 00ECIICICHHIO 3aMKTEI HHpOpMaIuH

HUcnons3oBath KpI/IIITOI‘pa(i)I/I‘{CCKI/IC METOABI H cpeacTtsa  3alllATHI
I/IH(I)OpMaI.II/II/I B aBTOMAaTHU3HPOBAHHBIX CHCTEMAX

PerucTpupoBaTh  COOBITHS, CBSi3aHHBIE C 3allMTOd HH(pOpMalMH B
ABTOMATH3UPOBAHHBIX CHCTEMAX

AHaIH3ApOBaTh COOBITHS, CBsS3aHHBIE C 3ammrod mHbOpMauuu B
ABTOMATH3MPOBAHHBIX CHCTEMAX

HeobxoauMele 3HaHUS

I[IpuEmAnE GOPMHPOBAHKS MOMHTHKHA HHGOPMAMOHHOK Ge30macHOCTH B
ABTOMATH3MPOBAHHBIX CHCTEMAX

IIporpamMmHO-anapaTHbIE cpencrsa 3aIIUTEI pHpOpMaIIH
ABTOMATHU3MPOBAHHBIX CHCTEM

OCHOBHBIE  KDHNTOTpaUYECKAEe  METONBI,  alTOPUTMBL, _ NMPOTOKOJBL,
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HCIIOJIB3YEMBIC U1 3aIlIUThI I/IH(l)OpMaI_II/II/I B aBTOMATH3APOBAHHLIX CHCTEMAX

Metozasl KOHTpoIs 3P(EKTHBHOCTH 3amUTH HHOOPMAIMH OT «YTEYKW) II0
TEXHHYECKUM KaHaJlaM

Kputepnn oneHku 3G(EKTHBHOCTH H HAJEKHOCTH CPEACTB 3aIlUTHI
IPOTPaMMHOT0 00€CTICUCHH S aBTOMATU3HPOBAHHEBIX CHCTEM

TexHMYecKHe cpeacTBa KOHTPOIIsS 3¢ GHEKTHBHOCTH Mep 3alIUTHl HH(POpMAMH

[IpUHUMIE] OpraHU3aM¥ H CTPYKTYypa CHCTEM 3all[MThl MPOrPaMMHOIO
obecreueHys aBTOMATH3UPOBAHHBIX CHCTEM

Conepx(aHne H OOpANoK JCATCIBHOCTH IIE€pCcOoHAala II0 3KCIIyaTaluu
3AIANIEHHEIX AaBTOMAaTH3HPOBAHHBIX CHCTEM U CHCTEM 0e30IacHOCTH
ABTOMAaTHU3HPOBAHHEIX CHCTEM

OcHOBHBIE MEPEI 110 3aIIUTE PIH(bOpMaI.II/II/I B aBTOMAaTH3UPOBAHHBIX CHCTEMAX

Jpyrue xapakTepUCTHKH

3.2.3. TpynoBas ¢pyHxnus

Vupapnenue 3amuroi vHGOpMaIMY B YposeHs
HanvenopaHue aBTOMATH3UPOBAHHBIX CHCTEMax Kon | B/03.6 (moxyposets) 6
KBaTuGUKaK

TTpoHCXOKACHHE TPYAOBOM
byHKIUH

3aMMCTBOBaHO M3

Opurmaanr X
OpHUrvHaIa
Kon PeructpanoHHBIH
OpHI'MHAJIA HOMeEp
npodeccHOHANHOTO
CTaHIapTa

TpynoBsle neHCTBHA

AHamu3 BO3NEHCTBHS M3MEHEHHH KOHQHUIypalWyd aBTOMATH3UPOBAHHOM
CHCTEMBI Ha €€ 3aIlHUIIEHHOCTh

CocraBiieHHe KOMIUIEKCA MPaBHI, INPOLEAYpP, HPAKTHYCCKHX IPHEMOB,
IPUHIAIIOB M METOJOB, CPEACTB oOecHedeHHs 3amMTHl MH(opmanmu B
ABTOMATH3HPOBAHHOH CHCTEME

OneHKa TOCIEACTBHH OT pealu3alud yrpo3 6€30IacHOCTH HHpopMmauuu B
ABTOMATH3HPOBAaHHON CHCTEME

AHaTH3 M3MEHEHHS yrpo3 Ge3omacHocT! HHGOpMalny aBTOMaTH3HPOBAHHON
CHCTEMBI, BO3HHKAIOIINX B XOJI€ €€ 3KCIUIyaTalluH

HeobxouMble yMEHHS

OrnenrBarh HHPOPMAIMOHHEIE PHCKH B aBTOMaTH3HPOBaHHBIX CHCTEMAX

Kraccu)HIHpOBATh M OLIEHUBATH YIPO3bI 6€30IacCHOCTH MHbOpMaruy

OIIpCZ[CJ'I}ITB noaIexamme 3aluTe I/IH(I)OpMaIII/IOHHBIe PeECYpPChL
aBTOMATH3HUPOBAHHBIX CHCTEM

IIpUMeHATs HOPMATHBHBIE TOKYMEHTHI IO MPOTHBOJEHCTBUIO TE€XHHIECKOH
pa3Befike

Pa3pa6aTsiBaTh MPeJIOKCHHS IO COBEPIICHCTBOBAHMIO CHCTEMBI YIIPaBJICHH
3alIUTHl HHGOPMAIIH aBTOMATH3MPOBAHHEIX CHCTEM

Kondurypupoparb  mapamMeTphl ~ CHCTEMBI  3alMTHL  MHpOpMaImu
ABTOMATHU3HPOBAHHBIX CHCTEM

TIpuMeHATh TeXHHYECKHE CPEICTBA KOHTPONA 3G(EKTHBHOCTH MEp 3allUThI
HHbOpMau

HeobxoauMbie 3HAHUS

OCHOBHBIE METO/BI YIIPABICHHNS 3amuTol HHGOPMAIHH

OCHOBHBIE YIpo3bl Ge30macHOCTH MHPOPMAllMd ¥ MOZENH HapyMUTENl B
ABTOMATHU3MPOBAHHBIX CHCTEMAX

MeToB1 32U TEI I/IH(i)OpMaI.II/II/I OT «YTE€YKH» I10 TEXHUYCCKAM KaHalaM

HopMaTHBHBIE IPABOBLIE aKTHl B 0071aCTH 3aIIMTE MHGOPMAIHH
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HamnpnoHalbHEIC, Me)KI‘OCYJIapCTBCHHBIC A MEXKIYHApOIHBIC CTaHIapTBl B
00JIacTH 3aIlINThL I/IH(l)OpMaIII/II/I

PYKOBOZDII].II/IC U METOHYECKUE JOKYMEHTHI YHOJIHOMO‘ICHHBIX Q)enepanbmﬂx
OpraHoB I/ICHOJIHI/ITeJIBHOf;I BJIACTH IO 3aIlATEC I/IH(i)OpMaI.II/II/I

Jlpyrue XapaKTepUCTHKH

3.2.4. TpynoBas pyHKIHs

Ob6ecnedenre paboToCIOCOOHOCTH CHCTEM I VpoBeHs
HauMeHOBaHNE 3anmUTH HEGOPMALIMH PH BOSHAKHOBCHHM | Kon B/04.6 (oypOBEHb) 6
HEIITAaTHBIX CHTyalui | KBaTA(UKaMH
TIpoucXOoXKICHHE 0BOH
P A TPYX Opurmsan X 3apMCTBOBAHO U3
$yHKIAH OpUTHHaja
Kon PerucTpalBoHHbIH
opana.na HOMEP
npodecCHOHATEHOTO
cTaHAapTa

TpynoBsle NEHCTBHA

OGHapyXeHHe HEHCIPABHOCTEH B paboTe CHCTEMBI 3allUTBI nHbOpMaLuH
aBTOMAaTH3HPOBAHHOM CHCTEMBI

VcrpaneHHe HEHCIPaBHOCTEH B paboTe CHCTEMBI 3aIIATHI pHbOpMaluH
aBTOMATH3MPOBAHHOM CUCTEMBI

PeSGpBHpOBaHHC HpOI‘paMMHOI‘O obecricueHHs, TEXHAYCCKHX CpeAacTB,
KaHaJIoOB nepeaaqdu JaHHBIX aBTOMaTPIBHPOBaHHOﬁ CHCTEMBI YIIPaBJICHHA Ha
cnyqaﬁ BO3HHKHOBEHUS HEIITATHBIX chyaum‘fI

Cosflanue aNbTEPHATHBHBIX MECT XpaHCHHA H 06paboTk HHGOpMaNHKA Ha
citysaii BOSHIKHOBEHHS HEIUTATHEIX cuTyanun

BoccTaHOBJICHHE TOCTC cboeB W OTKa30B HpOI‘paMMHOI‘O obecredeHUA
aRTOMATU3APOBAHHBIX CHUCTEM

Heobxomumble YMEHHS

HpI/IMCHSITB THNIOBBIC IIpOI’paMMHLIe cpeacTsa pGSepBHPOBaHI/ISI n
BOCCTAHOBJICHHUS I/IH(I)OpMaIII/II/I B aBTOMATHU3HPOBAHHBIX CHCTCMAX

HpI/IMCHS{TI) cpeacTrsa obecrneucHud OTKaSO}’CTOI‘;I‘-II/IBOCTI/I
aBTOMAaTHU3UPOBAHHBIX CHCTCM

KnaccuduIupoBaTh ¥ OLCHHBATD yIPO3bI MH(pOPMALHOHHOH 6e30MacHOCTH

HpI/IMeHSITI: IporpaMMHBIC CpecacTBa obecrieueHud 0e30IacHOCTH JAaHHbIX

JIOKyMEHTHPOBaTh JCHCTBHA IO yCTpaHEHHIO HercIpaBHOCTE!l B paboTe
CHCTEMBI 3aIlUTH HHPOpMAIHH aBTOMATU3MPOBAHHON CHCTEMBI

HeobxoauMbIe 3HaHNAA

MeTtob! i1 c110CcOo0BI obecniedyeHUd OTKaBOYCTOﬁqHBOCTH
aBTOMATHU3UPOBAHHBIX CHCTEM

COILCP)Ka,HI/IC H TOpsAdoK JeATEeNbHOCTH nepcoHasIa o OSKCIUlyaTalyy
3alIAIICHHBIX aBTOMATHU3UPOBAHHBIX cucTeM H TOJCHCTEM 0e30MacHOCTH
aBTOMATU3APOBAHHBIX CHUCTEM

OcHOBHEIE nHGOPMAIMOHHBIC TEXHOJIOTHH, HCTIOB3yEMBIE B
aBTOMATH3UPOBAHHBIX CHCTEMAX

TIpUHIENE TOCTPOEHHS CPEICTB 3AIIMTEL FHQOpMAlHH OT «YTEeUKH» IO
TeXHAYECKUM KaHalam

TIporpaMMHO-aIapaTHee  CPEACTEA obecricueHHs. 3auThl MHpOpMAIHH
aBTOMATH3HPOBAHHEIX CHCTEM

HopMaTHBHBIE [IPABOBEIC aKTHI B 06IacTH 3alMTH HHPOpMaIHH

PyKOBOIUIII.II/IC B METONHICCKHC JOKYMCHTBL YHOJIHOMO‘ICHHBIX q)ezxepanbﬁmx
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OpraHoB WCIIONMHHATEIHLHOM BJIACTH 110 3aIlIUTE nﬂq)opmaunn

Opranu3alHoHHbIe MePHI 110 3aluTe MHGOopMauuH

Hpyrue xapakTepUCTHKH

3.2.5. TpynoBas ¢pyBKIus

MOHHTOPHHT 3aMIAIIEHHOCTH HHQOPMAIliK B Ypoeerp
Hanmenosanue ABTOMATH3HPOBAHHEIX CHCTEMaX Kon | B/05.6 (momyposen) 6
KBaTHUKALAY
TporcxoxIeHHE TPYAOBOM o X 3auMCTBOBAHO U3
byHKIIY PUTHHAT OpHIHHATA
Kon PerucrparmoHHbLH
OpHTHHANA HOMeEp
npodecCHOHATHHOIO
CTaHAApTa

Tpynoseie neficTBus

BrpaboTka pexoMeHZamuif UIs IPUHATAS PpEMIEHHs O MONCPHM3AIUK
CHCTEMBI 3aMTH HH(OpPMALH aBTOMaTH3MPOBAHHOM CHCTEMbI

BrIpaboTKa peKoMEeHIAMA /IS IPHHATHS PEMIEHHs O OBTOPHOM aTTeCTallHH
ABTOMATHM3MPOBAHHOM CHCTEMBI HIM O IIPOBEACHHM MOIOIHUTEIBHBIX
aTTECTAIIMOHHBIX MCIBITAHUMN

BoisBrenre yrpos Ge3omacHOCTH HMH(OpManyd B aBTOMAaTH3HPOBAHHBIX
cucTeMax

[TIpuHsTME Mep 3amMTHl HMHGOPMANMK INpPY BBIABICHHH HOBBIX Yyrpo3
6e30macHOCTH HHPOpMaluH

AHanu3 HEJOCTATKOB B (DYHKIMOHMPOBAHUH CHCTEMBI 3alUTHl MHGOPMALHH
aBTOMATH3MUPOBAHHON CHCTEMBI

VcTpaHeHME HEHOCTAaTKOB B (DYHKIMOHMPOBAHHM  CHCTEMBI  3AIUTHI
HHPOPMAIIAY aBTOMATH3UPOBAHHON CHCTEMBI

HeobxomuMble yMEHUS

Kaccu(bHIEpOBaTh U OLIEHHBATh YTPo3bl MHGOPMAIMOHHOH 6e301acHOCTH

AHaTH3UAPOBaTh [porpaMMHBIE, ApXUTEKTYPHO-TEXHUYECKHUE a
CXEMOTEXHMYECKHE PEIICHUS] KOMIIOHEHTOB aBTOMaTH3UPOBAaHHBIX CHCTEM C
Nedb0O  BHUIBICHHS  NOTEHIHAIBHBIX  YA3BHMOCTeH  Oe30macHOCTH
uHOpMAIK B aBTOMAaTH3UPOBAHHBIX CHCTEMAX

TIpUMeHSTh HOPMATHBHBIE NOKYMEHTHI IO TIPOTHBOACHCTBHIO TEXHHYECKOH
pasBeKe

KonTpomuposats 30 ¢$eKTHBHOCTE MPHUHATHIX MEp IO pealu3aldd MOJTUTHK
6e301acHOCTH HH(OPMAIIMH aBTOMaTH3MPOBAHHBIX CHCTEM

KoHTpoiMpoBaTh COOBITHS O€30MaCHOCTH M NEHCTBHS IOJb30BATENEH
aBTOMATH3HPOBAHHBIX CHCTEM

TIpHMeHATh TeXHMYECKHE CPEACTBA KOHTPOMA 3(QQEKTHBHOCTH MEp 3aIIUTHI
uHGOpMaLUH

JIOKYMEHTHpPOBATh IIPOLEYPHl H Pe3ybTaThl KOHTPOJA QYHKIHOHHPOBAHHS
CHCTEMBI 3alUTHl HHGOpPMAIHH aBTOMATH3HPOBAHHON CHCTEMBI

Heob6xoauMele 3HAHHUSA

Co,uepxca}me U TOOpANOK JCATCTbHOCTH IIEpCOHAla II0 OJKCILTyaTalHH
3aIHIICHHBIX aBTOMATH3HMPOBAHHBIX CHCIEM H MNOACUCTEM 0e30macHOCTH
ABTOMATH3UPOBAHHBIX CHCTEM

OCHOBHBIE YIpO3Bl 0€30MaCHOCTH HHQOpPMAMK W MOJCIH HApYNIMTENs B
ABTOMATH3NPOBAHHBIX CHCTEMaX

OCHOBHBIE  KpHOTOrpaguueckue  METOMBI,  AITOPHTIMBI,  IPOTOKOIEL,
HCIIONE3Y€EMBIE JUISl 3anUThH HHQOPMAIMK B ABTOMAaTH3MPOBAHHBIX CHCTEMax

TIporpaMMHO-aNIapaTHEle CPeACTBA OOecHedenns 3alUThi HHpOpMaluy
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ABTOMAaTU3NPOBAHHBIX CHCTEM

MeTobI 3aIIUTHL I/IH(i)OpMaIII/II/I OT «yTCUKH» N0 TCXHUICCKAM KaHallaM

HopMaTuBHEIE HpaBOBEIE aKThI B 00,1aCTH 3alIUTEl HHGOpMauuy

PykoBo/AIIIE H METOAHYECKHE JOKYMEHTH! YIIOJTHOMOYEHHBIX (enepanbHbIX
OpraHoOB HCIOJHATENHHOM BIACTH IO 3alIUTe HHGOopMAanuy

OpraEu3alpoHHEIe MEPHI 10 3aMIUTe HE(GOpMalUK

Jpyrue xapaKTepuCTHKH

3.2.6. TpynoBasi pyHKIHA

AyIUT 3aIIUIIEHHOCTH HH(OpMaIHy B YpoBeHs
HarveHoBanue aBTOMATH3MPOBAHHEIX CHCTEMaX Kon | B/06.6 (moztypoBexE) 6
. KBaTAUKaU
TIpoucxoXxaeHUe TPYAOBOH 0 X 3aUMCTBOBAHO M3
byHKLIIM PHIHHAT OpHTHHANA
Kon PeructpaimoHHbIi
OpHruHaa HOMED
npoheCCHOHATBHOTO
CTaHgapTa

TpynoBbie neHCTBUSL

Ouernka HHHOPMAIUOHHBIX PHCKOB

O60CcHOBAaHHE ¥ KOHTPOIb PE3YNbTATOB YIPaBICHIECKUX PENICHUHA B 06acTu
6€30aCHOCTH HH(OPMALTH aBTOMAaTH3HPOBAHHEIX CHCTEM

3Kcnepmza COCTOSIHHA 3allTMIICHHOCTH I/IH(l)OpMaIII/II/I AaBTOMATH3UPOBAHHBIX
CHCTEM

O6ocHoBanne KpuTepHeB 3bdexTuBHOCTH QYHKIIHOHUPOBAHHUS 3aIUIICHHbIX
ABTOMATH3NPOBAHHBIX CUCTEM

Heob6xonumble yMEHHS

KnaccuumupoBaTh B OLEHHBaTh Yrpo3sl Ge3omacHOCTH HHGbOpMALmd UL
o0bekTa HHPOPMATH3AINH

Pa3pabaTbiBaTh NpeIOKEHAS 10 COBEPIIEHCTBOBAHUIO CHCTEMBI YIIPAaBICHA
uH(GOpPMaIHOHHON 6€301aCHOCTHIO ABTOMATH3UPOBAHHBIX CHCTEM

Paspa6arbiBaTh IOMUTHKH 6€30MacCHOCTH HHPOPMALNH aBTOMATH3HPOBAHHEIX
CHCTEM

HpI/IMeHSITI) HHCTPYMCHTAJIBHBIC  CPEACTBA  KOHTPOJIA 3aAICHHOCTH
I/IH(bOPMaI.II/II/I B aBTOMATH3HPOBAHHBIX CHCTEMaX

Heob6xonumele 3HaHUA

OcHOBHBIE  KpuUOTOrpadudeckHe  METOABI,  AITOPUTMBI,  MPOTOKOJIEL,
UCIIOIB3yEMBIE IS 3aIIATH HHPOpMallK B aBTOMAaTH3HPOBAHHBIX CHCTEMAX

Crioco65I 3alMTEL MHPOPMAIHH OT «YTEUKH» 110 TEXHMICCKUM KaHaiaM

Mertoxsl koHTpOis 3((PEKTHBHOCTH 3alMTEI HHGOPMAMHE OT «YTEUKH» IIO
TEXHUYECKUM KaHallaM

TIpMHNANBL TOCTPOSHUS CHCTEM 3allIUTEI HEGOpMariy

HopMaTHBHEIE IPaBOBbIE aKTHI B 00/1ACTH 3aIMTE HHGOPMALIH

PyKOBOZAIINE H METOAMYECKHE JOKYMEHTH! YTIOTHOMOYEHHBIX (eepatbHbIX
OpraHOB HCIOJIHATENBHOM BIACTH HO 3allATE MHGOPMALHH

OpraHH3aIHOHHBIE MEPEI 110 3auTe HHGOpManH

Jpyrue xapaKTepUCTHKH
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3.3. O0o6menHas TpyaoBas pyHKIHs

BHeapeHHne cucTEM 3amUTHI HHPOPMaIiu
HawmeHoBanve AP Al bopwmar Kox C Yposes 6
aBTOMATH3HPOBAHHBIX CHCTEM KBaTU(pUKALHH
ITponcxoxnenue
. 3anMCTBOBAHO U3
0606meHHoH TpyAOBOH Opurn=an X
OpHruHaNA
(ysKuEH
Kon PeructpanmosHsIi
OpUriHana HOMEp
npodecCHOHATLHOTO
cTaHZapTa
Bo3morxHEIE Hmxenep 110 3amure nHGopManuu
HaAaUMCHOBAaHUA CHCIII/IaJIHCT 10 3aIuTe I’IH(bOpMaI_II/II/I I Karcropuu
JIOJDKHOCTEH, Crennanuct no 3anmre uHpopmanuu I kareropuu
npodeccuit CrienuaamcT 1o 3aumre “HGopMalul

VHKeHep-TIIpOrpaMMHECT [0 TeXHHIECKOH 3amuTe HH(opMaiuu 1 kateropun
HMmxeHep-TIporpaMMHECT [0 TeXHUIecKo# 3anuTe nH(Gopmanuu 11 kareropun
HMHKeHep-IPOrpaMMHUCT I10 TEXHHIECKOH 3aluTe HHGOpManuu
Huxenep-nporpammiuct I kareropuu

Hmkenep-nporpammuct II xareropun

Hmxenep-nporpammuct I xareropun

HmxeHep-nporpaMMHCT

Tpebosanus k
006pa3oBaHUIO
00y4eHHIO

Briciuee o0pasoBaHme — OakajgaBpumar B oOnacTH HMHGOPMalMOHHOH

0e30IacHOCTH

TpeGoBaHMs K OIBITY
IIPAKTHIeCcKoit paboThI

He Menee ommoro rozma B o0nacTd 3amuThl HHPOpPMALMN MM HE MEHEE IBYX
et B 061acTH HHPOPMAITMOHHBIX TEXHOJIOTHI 1L IODKHOCTeH Ge3 kaTeropuit
JUis HOJDKHOCTEH ¢ KaTeropuel — ONBIT paboThl B JOJDKHOCTH ¢ Goniee HU3KOH
(mpeamrecTBYIONEH) KaTETOpUEH HE MEHEe OTHOTO roJa

Oco0bIe yCIOBHS

Hanaue moImycKa K TOCYJapCTBEHHOM TaiiHe (IpH He00X0IMMOCTH)

JIOIycKa K paboTe
Hpyrue PexoMeHAyeTcs OONOJNHHUTENbHOE IpodeccHOHaNbHOE OOpasoBaHHE —
XapaKTEpHUCTHKH IIpOrpaMMBI TIOBBINIEHHs KBalHuKauu B obnact MHPOpPMALHOHHOK

0€30I1aCHOCTH

JlomoHUTEbHBIE XapaKTEPHCTHKA

HaumenoBanme
JIOKyMEHTA

HanmenoBanme 6a30B0ii rpyIIbl, JODKHOCTH

Kon (mpodeccun) WK CHENHMATLHOCTH

OK3

2519 Pa3paboTuuky U aHAIMTHKHA IPOrPaAMMHOTO O0€CIIeYeH s

¥ IIPUIIOXKEHHUI, He BXOJUIIHE B IPYTHE IPYIIIbL

2425 CreuyaicThl OPraHoB rOCYAapCTBEHHON BIaCTH

EKC

- WHxeHep-IporpaMMICT (IIPOrpaMMHCT)

- NmxeHep-IpOrpaMMHCT 110 TEXHHIECKOH 3aluTe
nHGbOpManuu

OKIIITP

22567 HmxeHep 1o 3amure HHPOpMalHH

26579 CrenyaimcT 1o 3anmre HHGOpMaluH
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3.3.1. Tpyaosas pyHKIHS

YcTaHoBKa M HACTpO#Ka CPEJCTB 3alUTHI YpoBeHs
HanMeHoBaHHe AHGOpMAaLi B aBTOMaTH3HPOBaHHBIX Kox | C/01.6 (momypoBeHs) 6

CHCTEMAaX KBaAHKAHT
IIpoucxoxaeHne TpyAOBOH Opurmman X 3auMCTBOBAHO H3
$yHKINH OpHUTHHAIa

Kon PervictpaloHHBIN
OpUrMHaIA HOMep
npodecCHOHATEHOTO
CTagpapTa

TpynoBsie neACTBHS

BX0fHO# KOHTPONIb KadecTBa KOMIUIEKTYIONIMX H3/IENUA CHCTEMBI 3alUTHI
WHQOPMAIlH aBTOMAaTH3HPOBAHHOA CHCTEMEL

OCYIIICCTBJ'ICHI/IG ABTOHOMHOM HajlaAKM TEXHUYECKUX H HOPOrpaMMHBIX
CPEICTB CUCTCMEI 3allTUThI I/IH(l)OpMaI_II/II/I aBTOMaTPI3Hp0BaHHOfI CHCTCMBbI

IIpoBesicHrMe NPHEMOYHBIX HCIBITAHMA CHCTEMBI 3AIUMTHL MH(pOpMaIMH
aBTOMATH3APOBAHHOM CHCTEMBI

BrecenHe B 9KCILTYyaTAlHOHHYIO JOKYMEHTAIlMIO M3MEHEHHI, HallpaBIeHHBIX
Ha YCTpaHEHHE HEJOCTATKOB, BHIABICHHRIX B IPOLIECCE HCIBITAHHH

Heob6xonumble yMeHUS

A)lMHHHCTpHpOBaTB TporpaMMHEIC CPEACTBA CHCTEMBI 3aIUTHI I/IH(l)OpMaIII/II/I
ABTOMAaTH3HMPOBAaHHEBIX CHCTCM

VCTpaHATh HM3BECTHBIE  YA3BUMOCTH — aBTOMATH3UPOBAHHOM  CHCTEMEL,
TIPHBOJISIIHME K BO3HAKHOBEHHIO YTpo3 6€30IacHOCTH HHGOpMAINY

[IpHMeHSTh HOPMATHBHBIE TOKYMEHTHI IO NMPOTHBOAEHCTBHIO TEXHMYECKOH
pa3BeJIKe

I[IpEMEHSATh aHATATHIECKHE H KOMIBIOTEPHBIE MOJEIH aBTOMATH3UPOBAHHBIX
CHCTEM ¥ CHCTEM 3aIIUTHI HHPOpMALHU

TIpOBOMTh aHAMH3 CTPYKTYPHBIX M (YHKIHOHATBHBIX CX€M 3alIMIICHHOH
ABTOMATH3HPOBAHHOHN CHCTEMBI

OnpeenaTh mapamMeTpsl HAaCTPOMKH IPOTPaMMHOrO OGECHeYeHHM CHCTEMBI
3amETHl MHGOPMAIMH aBTOMATH3UPOBAHHON CHCTEMBI

HeobxoauMele 3HAHUSA

OcHOBHbIE yrpo3sl Ge3omacHOCTH HMH(pOpMalMyd W MOJCIH HapyIIMTeNd B
ABTOMATH3APOBAHHBIX CHCTEMAX

Conepxannme OJKCILTYyaTAlAOHHON JOKyMEHTAMH aBTOMATH3HPOBaHHOM
CHCTEMBI

TumnoBsie CpeacTBa, MCTOJBL H IIPOTOKOJIBI PI,ZICHTH(I)I/IK&III/II/I,
aYTCHTI/I(bI/IKaI.II/II/I ¥ aBTOpH3alui

OcCHOBHEIE MEPHI 110 3aUTE I/IH(I)OpMaLII/II/I B aBTOMATH3HPOBAHHBIX CUCTEMAX

HOpMaTI/IBHBIC IIpaBOBLIC AKThI B 00J1IaCTH 3aIIUTHI I’IH(i)OpMaIII/II/I

PYKOBOJDII]II/IC 1 MeTOJUYECKEe JOKYMEHTH YIOTHOMOYCHHBIX Q)e)lepanbnmx
OpraHoB HUCIIONHHATEIHHOM BIACTH 11O 3aIHATE I/IH(I)OpMaIIIfII/I

Jlpyrue XxapakTepUCTHKH
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3.3.2. TpynoBas pyHKIHSA

Pa3paboTka opranu3anHOHHO- y
OBEHb
HauMeHoBaHHE PacnoOpPAIUTCIBHBIX JOKYMEHTOB II0 3aiuTe Kox | C/02.6 (III())IWPOBeHB) 6
HH(pOpMallMi B aBTOMATH3MPOBAaHHBIX KBATHHKATHH
cucreMax
TpoucxoxneHue TpyI0BOH Oparmran X 3aMCTBOBAHO M3
($yHKINIR OpHTHHaNa
Kon PerucrpanmonHs1i
OpHIHHAlIa HOMEp
mpodecCHOHATBHOTO
CTaHgapTa

TpynoBble JEHCTBUSA

Onpenenenne MpaBWJ M TPOIEAYP YIPABICHHS CHCTEMOW 3alllUTHI
uHGOPMAIHH aBTOMATH3HPOBaHHOH CHCTEMBI

OHpCI[CJ'ICHI/Ie IIpaBUJI ¥ MPOUECAYP BELIBJICHUS HHIINACHTOB

OnpefeneHde MpaBHI W TPOLEAYP MOHHTOPHHIA OO€CIIEeYeHHS YpOBHS
3aIMIIEHHOCTH MHGOPMAIMH aBTOMATH3UPOBAHHOH CHCTEMBI

OmnpeziesieHde TpaBUI H IPOLIEAYyp 3alIUTH HHGOpMalluM OpH BBIBOJE
ABTOMATH3UPOBAHHOM CHCTEMBI H3 SKCILIyaTaIlMH

Onpez[eneﬂne MIpaBHJI M NIPOLCAYP pearupoBanys Ha HHONICHTBI

HeobxonvuMbie yMeHUs

KnaccuduuypoBarh ¥ OLEHUBaTh YIPO3 HHPOPMAIIMOHHON 6€30MacHOCTH

[IprMEHATs HOPMATHBHEIE TOKYMEHTHI [0 NMPOTUBOIEACTBHIO TEXHUIECKOU
pasBenke

Onpenenars MapaMeTpsl HACTPOMKH IPOrpaMMHOrO OOECIeYeHHs CHCTEMBI
3aIUTH KHPOpMALUY aBTOMAaTH3HPOBAHHOM CHCTEMBI

Konrtpomposats 3¢GeKTHBHOCTS IPHHATHIX MEp IO 3alluTe HHPOpMaluH B
ABTOMATH3HUPOBAaHHBIX CUCTEMaX

HeO6XOHI/IMLIe SHaHHA

Co;:[epxcalme U IOpAfOK JCATECHBHOCTH IIEpCOoHala II0 SKCIUTyaTalluu
3AMUIICHHBIX aBTOMAaTH3HPOBAHHBIX CUCTEM U CUCTEM 3alIHTHL I/IH(I)OpMaIII/IIrI

OcHOBHEIE yIpo3bi Ge30macHOCTH HHpOpMaluMM H MOJEIM HapyIIWTeNs B
ABTOMATM3WPOBaHHBIX CHCTEMaX

OcHOBHEIE KpI/IHTOI”pa(I)I/I‘IeCKI/Ie MCETOOEI, AJITOPUTMBI, IIPOTOKOJIBL,
HCIIOJB3YEMBIC TSI 3a0IUTHI an)opManm/I B aBTOMATU3UPOBAaHHBIX CHCTEMAX

[IpHHIMIBI IIOCTPOCHHS CPEACTB 3alIMTEl MHPOpMAlKH OT «YTCUKH» IIO
TEXHMYECKUM KaHaJIaM

HopMaTHBHEIE TPABOBbIE aKTHI B 00JIACTH 3allIMThI HHGOpMAlHH

PyKOBOJAIIHE ¥ METOIUYECKHE TOKYMEHTHI YIIOJTHOMOYECHHBIX q)ez[epanbnmx
OpraHOB HCIOJIHUTENIBHOMN BIACTH IO 3alIUTe HHGOpMay

Hpyrue XapakTepuCTHKH
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3.3.3. TpynoBas pyHKIUSA

AHamu3 yS3BUMOCTEN BHEAPSIEMOH CHCTEMBI VpoBeHs
HaumeHosanne 3amuTs AEGOPMALYH Kox | C/03.6 (moxypoBeHs) 6
KBaHGbHKAH
IIpoucxoxaeHue TpyAOBOH o X 3auMCTBOBAHO U3
dyHKIH pHrHHal OpHT'HHANA
Kon PeructpamuonHsli
OpUTHHAa HOMeEp
npo¢eCCHOHATBHOTO
CTaHAapTa

Tpynossie nericTBUS

Boibop u ofocHoBaHuWe KpuTepueB 3(PGEKTHBHOCTH (YHKIHOHHPOBAHS
3aIUIIEHHBIX aBTOMATH3HPOBAHHBIX CHCTEM

IpoBenenre aHay3a YA3BAMOCTH IPOTPaMMHBIX M IIPOTPaMMHO-
anmapaTHEIX CPEICTB CHCTEMBI 3alUTHI HHGOpPMAlMHM aBTOMATHU3MPOBAHHON
CHCTEMBI

IIpoBeneHne  JKCIEPTH3Bl  COCTOSHHS  3alMIICHHOCTH  HHGbOpManuy
ABTOMATH3HPOBAHHbBIX CHCTEM

VTo4HEHHE MOJIENH yrpo3 Ge30MacHOCTH HHGOpMALNK aBTOMATH3HPOBAHHOM
CUCTEMEBI

ITpoBenieHrEe NpEIBAPUTENHHBIX HCIBITAHAN CHCTEMBI 3allIATH HHpOpMawH
ABTOMATH3UPOBAHHOH CUCTEMBI

IpoBenenue aHaHu3a yS3BAMOCTEH ABTOMaTH3HMPOBAHHBIX 7§
HHGOPMAIMOHHBIX CUCTEM

Heo6xomumpie yMeHAS

KnaccuduimpoBaTs ¥ OUEHHBaTh yrpo3bl GeszomacHOCTH HHQoOpManuu
ABTOMAaTH3UPOBAHHOM CHCTEMBI

Pa3pa6aThiBaTh NPEAIOKEHHS IO COBEPIICHCTBOBAHHUIO CUCTEMBI YIIPABICHHA
3aIUTON MH(GOPMAIIHY aBTOMATH3HPOBAHHON CHCTEMEI

[IpoBomwTh AHANM3 JOCTYIHBIX HH(POPMAIMOHHBIX HCTOYHHKOB C IICIBIO
BBIABJICHHS H3BECTHBIX YA3BAMOCTEH HCIONB3YyEMBIX B CHCTEME 3alUTHI
uHGOPMAIMH IPOrPaMMHBIX H IPOTPaMMHO-ANNAPAaTHEIX CPEICTB

yCTpaHiITB BBISBJICHHBIC  YA3BUMOCTH aBTOMaTI/I3I/Ip0BaHHOﬁ CUCTCMBI,
NPpUBOJIAIINE K BOSHUKHOBCHHUIO YI'PO3 0€e301aCHOCTH I/IH(I)OpMalII/II/I

HeobxoauMpie 3HaHHS

OCHOBHBIE METO/IB] M CPECTBA KPHITOrpaduuecKod 3alnTE HHpOpMauny

Cnoco6bl 3aUTH HHGOPMAIIMH OT YTEIKH) [0 TEXHHISCKUM KaHallaM

Crioco651 KOHTpoIA 3Q¢EKTUBHOCTH 3alIHThl HHPOPMAIMHA OT «YTEYKH» IO
TEXHHYECKAM KaHATaM

HopMaTHBHEIE IPABOBEIE aKTHI B 00J1aCTH 3aIIUTHI HHGOPMALUH

PyKOBOJISI]lII/Ie B METOANYECKHEC JOKYMCHTHI YIIOJTHOMOYCHHBIX (bezxepanbm:rx
OpranoB HMCIIOJIHATENbHOM BJIACTH IO 3AIMUTE I/IH(i)OpMaI.II/II/I

Oprasu3alMoHHbIe MepHI IO 3aIuTe HHhOpManuy

ConepkaHHe OKCILTyaTallIOHHOM JOKYMEHTAallMd aBTOMATH3HPOBaHHOH
CHCTEMBI . '

Jpyrue XapakTepUCTHKH
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3.3.4. TpynoBasi pyHKUHSA

BHeapenue opraHu3anvoHHBIX MEp IO Vposers
HanmeHoBaHME 3amuTe HHHOpPMAITHH B Kon | C/04.6 | (momyposeHs) 6

aBTOMaTW3MpOBaHHBIX CHCTEMaX | | R

OH CHH BOIA
TIpouncxoxaeHne TpyAOBO Opurmman X 3aMMCTBOBaHO U3
byHKIIH OpHIHMHAJa
Koxn PerucrpaitioHHb1#
OpHuruHaa HOMED
npodeccHOHATEHOTO
cTaHIapTa

TpynoBeie KedcTBUS

[lpoBeneHMe INPOBEPKM MONHOTHL ONHCAaHAA B  OPraHU3alMOHHO-
PACIIOPANUTENLHBIX ~ JOKYMEHTaX Ha aBTOMATH3MPOBAHHYIO  CHCTEMY
JdedcTBHM nepcoHala YO peald3allid OpPraHM3alMOHHBIX MEp 3amluThI
HHGOPMALIH

IIpoBeeHne 3aHATHH C IEPCOHATIOM IO paboTe € CHCTEMOH 3alIUTHI
HHGQOpPMAaNiK  aBTOMAaTU3HPOBAHHOM  CHCTEMBI, BKIIOYas IPOBEICHHE
MIPaKTUYECKUX 3aHsATHH Ha MaKeTax WA B TECTOBOIL 30HE

IMoxrortoBka [MOKYMEHTOB, ONpeNe/SIOMUX IIpaBHIa M  IPOUEAYPH,
peanmsyeMBle OmeparopoM Iid ofecleueHMs 3allMThl MHGOpManue B
AHGOPMAIMOHHON CHCTEME B XOJIE €€ SKCILTyaTalluy

IIpoBeneHre MPOBEPKH TOTOBHOCTH IIEPCOHANA K OKCIUTyaTalldX CHCTEMBI
3aIUTH HHGOPMAIMH aBTOMaTH3HPOBAHHOM CHCTEMBI

TToAroToBKa JOKYMEHTOB, ONpPEeNesIIONIMX NpaBHIa U MPOLEIYPHl KOHTPOJIL
00€eCIeYeHHOCTH YPOBHsI 3allMOICHHOCTH WH(opManuu, comepkameics B
HHQOPMALIMOHHON CHCTEME

IMonroToBKa JOKYMEHTOB, OIMpeIeAIOMUX IIpaBriia ¥ IPOLETYPhl BRIIBICHUL
MHIUICHTOB, KOTOPbIE MOIYT IpPHUBECTH K COOAM HIM HApyUICHHIO
yHKIMOHUPOBaHU MHPOPMAMOHHOK CHCTEMBI W BO3HHKHOBCHHIO YIpo3
6e30macHOCTH HH(GOpMAIUH

ToaroToBka JOKYMEHTOB, OIPEACISIOMMX MpaBHiIa M IPOLEXYpPHI
yIIpaBicHHs KOH(HUrypanuell aTTeCTOBaHHOM HHOPMAILIMOHHOA CUCTEMOH H
CHCTEMOH 3aIUThl HHGOPMai HHYOPMAOHHON CHCTEMBI

HeobxoxuMble yMEHHS

PeanusoBbIBaTh NpaBHla pasTpaHHYEHHs JOCTyIa IIEpcOHana K OObeKTaM
JOCTyIa

AHanM3HpoBaTh NPOrPaMMHBEIE M IPOTPaMMHO-aNNaparTHbie PemeHUs IpH
NPOEKTHPOBAHMH CHCTEMBI 3allUTHl HHPOPMAllAM C IENBI0 BBUIBICHUA
HOTEHIIHAIBHBIX ys3BUMOCTEH Ge3omacHOCTH uHpopManum B
ABTOMATHU3HPOBAHHBIX CHCTEMAX

OGyyaTh MEPCOHAT ABTOMAaTH3MPOBAHHOM CHCTEMBI KOMIUICKCY —Mep
(IpaBWiIa, MpPOLEXYPHL, NPaKTHIECKHE IPHEMBI, PYKOBOJSIINE MPHHITUIILL,
METOJB], CPE/ICTBA) U1 0becede NS 3alUTEH HHGOpMalluy

OCyIIeCTBIATh I[UIAHMPOBaHHME W OpraHM3aMio paboTHl  IepcoHaa
aBTOMATH3MPOBAHHONW CHCTEMbI C YydeToM TpeOoBaHuWil 1O 3allUTe
HHOOpMaUH

KoHnburypupoBarh aTTeCTOBaHHYIO MH()OPMALHMOHHYIO CHCTEMY H CHCTEMBI
samuTel HHGOpMauH HHYOPMAITMOHHOM CUCTEMBI

HeobxonuMble 3HaHAS

HopMmaTuBHBIE [paBOBBIE AaKThl M  HaNMOHAIBHbIE CTaHAApPTHl IO
JHUIEH3APOBAHMIO B 061acTH 00ecIeueH s 3alMThl FOCYAapCTBCHHOH TalHBI
U cepTHQUKALMH CPEACTB 3aIUTEI HHGOPMAIMU
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MCTO}IH, CHOCO6I>I, CpeACTBa, IIOCICAOBATEIBHOCTE H COACPIKAHUC 3TaIloB
p33pa60TKI/I aBTOMAaTHU3HPOBAHHBIX CHUCTEM 5 CUCTCM 3alllUThl
ABTOMATHU3HPOBAHHEBIX CHCTCM

HopMaTHBHEIE IPABOBEIE AKTHI B 001aCTH 3aMIMTE HHGOpMaly

PYKOBOI[HIIII/IG M METOoAWYEeCKHEe JOKYMCHTHI YIIOJTHOMOYEHHBIX (I)C}ICpaJ'IBHBIX
Oprasos HCIIOJIHUTENIHLHOM BAACTHU 110 3alIUTe I/IH(I)OpMaIII/II/I

Opragu3alHoHHbIe MEpHI 10 3aMuTe HHGOopMaIMy

MeTtonuky cepTH()HKAIMOHHBIX HCIBITAHMH TEXHHYECKHX CPEJCTB 3allUTHI
uH(OpMaIMK OT «yTE€YKH» IO TEXHHYECKMM KaHanaM Ha COOTBETCTBHE
TpeGoBaHMsM 10 6e300acHOCTH MHGOpMALIH

Metompl, cmocoObl M cpeicTBa 00ECIeUeHHS  OTKa30yCTOHYMBOCTH
aBTOMATH3MPOBAHHBIX HHYOPMALMOHHBIX CHCTEM
Jpyrre XapakKTepHUCTHKH | - '
3.4. O6o0menHas TpyaoBas GyHKUHS
PaspaboTka cucTeM 3aluThl HHpOpMaluu
Haumenopanue P alt bopman Kon D VpoBeHk 7
aBTOMATH3UPOBAHHBIX CHCTEM xBaUuKamu
ITpoucxoxaenmue
o 3aUMCTBOBAHO M3
0600IMEeHHO} TPy IOBO OpHruHax X
OpHTHHAIA
$yHKIH
Kon PeructpanyoHHbIH
opUrHHala HOMep
npodeccHOHAIFHOTO
CTaHJapTa
Bo3MoxHEIE Benymuit nHxeHep-pa3paboTIMK CHCTEM 3alIUThI HHPOpMALUHT
HauMEHOBAHUS Benymuii crienraIncT 0o 3amuTe HHGopMaIMu
JIOJDKHOCTEH, PyxoBoauTENIs IPOSKTOB B 001aCTH pa3pabOTKH CUCTEM 3allUTHI HHPOpMAIH
npodeccuit PyKOBOJUTEb OTIE/A CHCTEM 3alUTE HEPOpMAaIH

TpeGoBanus K
00pa3oBaHHIO U
00y4eHHIO

Briclee 00pa3oBaHME — CIEUANMTET HWIH MAarucTparypa B 001actd
uH(OPMaAMOHHON 6€30IaCHOCTH

TpeboBaHus K OIBITY
MPaKTHIEeCKON paboThI

Oco6rie ycioBust
JIOIIyCKa K paboTe

Harnuaue qomycka K rocyJapcTBEHHOH TaiiHe (IpH Heo6X0IMMOCTH)

HApyrue
XapaKTCpHCTHKH

PexoMeHayeTca JIONOJHHTENBHOE NpodeccHOHATBHOe obpa3oBaHue —
OporpaMMBl LOBBIIIEHHS KBaTMQUKAUWH B obnactH HMHPOPMAIMOHHOH
0e30MacHOCTH '

JlomoHUTEILHBIE XapaKTEPUCTHKH

HaumeHnosanue Kox HawnmMenoBaHye 6a30BOi rpynnbl, JOJDKHOCTH
JOKYMEHTa (mpodeccrn) WIH CIENHATLHOCTH
OK3 2519 Pa3paGoTYMKM U aHATHTHKH IPOrPaMMHOT0 00eCIedeHus
1 OPUIOXKeHHUH, He BXOIAIIME B IPYTHE TPYIIIbI
2425 CrenuanicTsl OpraHoB rocyAapCTBEHHOM BIaCTH
2511 CHcTeMHBIE aHATUTUKH
2512 Pa3paGoTYMKH MIPOrpaMMHOT0 00ECTIEICHUS
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2523 CroelnMaInuCTH IO KOMIBIOTEPHEIM CETAM
EKC - MHxeHep-IporpaMMHECT (IIPOrpaMMHUCT)

- HmxeHep-IporpaMMUCT 10 TEXHUYECKOH 3alHTe

nH(OpMaIUH ‘

OKIIATP 20911 ['naBHBIA CHENHATKCT IO 3aIUTe HHGOpMaIMU

22567 Hmxerep no 3amute HHGOpMaIiH

26579 CrenuanucT mo 3aImTe HHGopMaluu
OKCO 090102 KommeioTepHas 6€300aCHOCTD

090103 Oprauu3sanys ¥ TEXHOJIOIHS 3aIHUTH HHGOpManuH

090104 KommexcHas 3amuTa 065eKTOB HHPOpMaTH3alMK

090105 KomiuiekcHoe obecrieuenne HHGOPMAMOHHOM

0€30I1aCHOCTH aBTOMATH3NPOBAaHHAIX CHCTEM
090106 Nudopmarmonnas 6e30MaCHOCTD
v TEJIEKOMMYHUKAIMOHHBIX CUCTEM

090107 [TpotuBOEiiCTBHE TEXHUIECKUM pasBenKaM

3.4.1. TpynoBas pyHKIHSA
TecTHpoBaHHe CHCTEM 3aIIUTHI HHPOPMALUK YposeHb
Hauveropanue aBTOMATU3MPOBAHHBIX CHCTEM Kon | D/01.7 (moztypoBeH®) 7
KBaJInpUKauBK
gggllflcl);;mneﬂne TPYZOBOH Opurmmanr X i;p:;;nazzaﬂo u3
Kon PerucTpalltMOHHBIH
OopurnHajga HOMED
mpo¢ecCHOHATBHOTO
craggaprTa

TpynoBsle neiicTBAS

ITpoBeieHMe aHaIM3a CTPYKTYPHBIX B (QYHKIHOHAIBHBIX CXEM 3alMIICHHBIX
ABTOMATH3UPOBAHHBIX HHGOPMALIMOHHBIX CHCTEM C LENbIO BBIABICHHA
MOTEHIHATbHBIX ySI3BUMOCTEH uH(pOpMAUOHHOM 6e301macHOCTH
ABTOMATH3MPOBAHHBIX CHCTEM

BrolBIeHHE yA3BHMOCTH HMHGOPMAIHOHHO-TEXHOJIOTHYCCKUX — PECYPCOB
ABTOMATH3MPOBAHHBIX CHCTEM

BrisBlieHHME ~ OCHOBHBIX  Yrpo3  Oe3omacHOCTH ~ HMHQopMmanuu B
ABTOMATH3MPOBAHHBIX CHCTEMAX

CocTaBieHue METOOUK TECTHPOBAHMS CHCTEM 3alluTHl  HMHGbOpManuu
ABTOMATHU3UPOBAHHBIX CUCTEM

HOI[60p HHCTPYMEHTAJIBHBIX CPEACTB TCCTHPOBAHHKA CHCTEM 3allHnThl
I/IH(I)OpMaIII/II/I aBTOMATH3UPOBAHHBIX CUCTEM

CocraBleHHe IIPOTOKOJOB TECTHPOBaHHS CHCTEM 3allluThi HHQOpManyu
AQBTOMATH3HPOBAHHBIX CHCTEM

HeobxomuMble yMEHHS

AHaJII/ISI/IpOBaTL OCHOBHEIC XapaKTCPUCTUKH " BO3MOXHOCTH
TEJICKOMMYHHKAITHOHHBIX CUCTEM I10 NEpEnayic I/IH(I)OpMaI.II/II/I

AHamM3HpOBaTh ~ OCHOBHBIE Y3l M YCTPOMCTBA  COBPEMEHHBIX
ABTOMATH3HPOBAHHBIX CHCTEM

[IpUMeHATh JeHCTBYIONYIO HOPMATHBHYIO 6asy B 00JacTd oGecnedcHHd
Oe30macHOCTH HHGOpMAIUH

KonTpormuposarh 6e30TkasHoe (YHKIHOHHPOBAHHE TEXHUYECKHUX CPEICTB
3amuTH HHGOpMaLuH

BoccranasimBath (3aM6HS[TI>) OTKa3aBIINEe TEXHUYCCKHE CPCACTBA 3alllMTHI
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HH(pOpPMaIMH

Heob6xomuMeple 3HaHUI

[puHnMNEl MOCTpOeHUS M (QYHKIMOHUPOBAHHUS CHCTEM M CeTed neperadd
HHbOpMaALUH

OTaJIOHHAS MOJIENIb B3aMMOICHCTBHS OTKPBITBIX CHCTEM

OcHOBHEBIE Yrpo3bl 0e30macHOCTH MHGOPMAIMH ¥ MOJENH HApYIIHTENs B
aBTOMATH3HPOBAHHBIX CHCTEMAX

OcHOBHBIE MCPEI I10 3aIUTE I/IH(I)OpMaI.II/II/I B aBTOMATH3HPOBAHHBIX CHCTCMAaX

OcobenHocT 3ammTel HHGOpMAallMd B aBTOMATH3MPOBAaHHBIX CHCTEMax
yIIpaBJIEHUS TEXHOJOTHIECKUMH MPOIECCaMHU

HpHHIIHHLI IIOCTPOCHUS CPEACTB 3alllUThI I/IH(bopMaI_[I/II/I OT «YTCUKH» II0
TCXHHYICCKUM KaHajlaM

OcHOBHEIE KpI/IHTOI‘pa(i)I/I‘-ICCKI/IC MCTOObI, AJITOPHUTMBI, TIPOTOKOJIBI,
UCNOJIB3YCMEIC 1714 3alIUTHI HH(bOpMaIII/II/I B ABTOMAaTHU3HPOBAHHBIX CHCTCMaX

TexHUYeCKHE KaHAIBI «YTCUKHU» PIH(bOpMaI.IIIII/I

TexHudeckue cpencTBa KOHTPOIIA 3G hEeKTHBHOCTH Mep 3allUTH HHpOpMaIuu

OpraHu3anus 3anmThl FHPOPMAIMH OT KYTEUYKH» IO TEXHUYECKUM KaHAIaM
Ha 00BbeKTax nHGOpMaTH3auK

HOpMaTI/IBHBIC IIPABOBLIC AKTEHI B obmactu 3alIUThI I/IH(I)OpMaI_II/II/I

PykoBomsmmue 1 METOUYECKHE JOKYMEHTHI YIIOTHOMOYEHHBIX (penepalbHbIX
OpraHOB MCIIOJHHTEILHOM BIACTH 10 3aIIUTe HHPOPMALHH

Opraanaunonnme MCPBEI 110 3alIUTC I/IH(i)OpMaIII/II/I

Jpyrue xapakTepucTUKH

3.4.2. Tpynosas dyHkuus

Pa3paboTka IpOEeKTHBIX pEelICHU# 110 3alIUTe Vposenp
Hanvenosauue uHGOpMAIIHHU B aBTOMaTH3UPOBAHHBIX Kon | D/02.7 (rI0xypoBeHs) 7

cHcTeMax KBaITAHKaIHH
IIponcxoxncHue TPyAOBOM Opurmman X 3auMCTBOBAHO U3
byHKIMM OpUIHHala

Kon PerucrpalioHHBINA
OpHTHHAJIA HOMEp
po¢eCCHOHATLHOTO
CTaHzapTa

TpynoBeie neficTBUA

Pazpabotka Mopmenm yrpo3 Oe3omacHOCTH HMHQOpPMaMM H  MOICIH
HapYIIUTEN] B aBTOMAaTH3HUPOBAHHBIX CHCTEMAX

Pa3pa60TKa MozeTen aBTOMaTU3HPOBAHHBIX CHACTEM H  IIOJACHCTEM
06e30macHOCTH aBTOMAaTHU3NPOBAHHBIX CHCTCM

PaspaboTka NpPOEKTOB HOPMATHBHHIX JOKYMEHTOB, peraMeHTHPYIOIIHX
paboty 1o 3amure uHGOPMAIHU

PaspaboTka NpemToKeHHH 10 COBEPIICHCTBOBAHUIO CHCTEMBI YIIPaBICHHS
6€30MacHOCTBIO HHPOPMAIIHH B aBTOMATH3HPOBAHHBIX CHCTEMaX

Heobxonumelie yMeHUsS

IIpumensts peiicTByrONmIy:0 HOpMaTHBHYIO 6a3zy B obmacTH obecniedeHHs
3amUTH HHQOpMaIuy

[IprMeHATP HOpMAaTHBHBIE JOKYMEHTHI IO IIPOTHBOAEHCTBHIO TEXHHYECKOM
pa3BeaKe

KnaccudumupoBats 3ammmiaeMyio HHGOpManuio I0 BHIaM TaHHBI H
CTEIECHSIM KOH(DHICHIHAILHOCTH

Onpenendats THOBI CYyOBEKTOB JOCTYNa U OOBEKTOB JOCTYIA, SBISIOIUXCS
00BEeKTAMH 3alIUTHI
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Onpez[en;m, MCTObI YIIpaBJICHHUSA JOCTYIIOM, THIIBI AOCTyIIa H IpaBHiIa
pasrpaHAvYCHUuA OOCTYyIIa K o0BekTaM AOCTYyIIa, IOJICKAIIUM peaiu3aluil B
aBTOMaTI/I3I/IpOBaHHOI71 CUCTCME

Bri6upath MepH! 3aIUTH HHPOPMaLHH, TIOUIEXKAIIHE PEATH3ANNH B CHCTEME
3alUTH HHQOpPMaIK aBTOMaTH3UPOBAHHOM CHCTEMEI

Onpenenxrb BHUABI U THIIBI CPCACTB 3alHUTHI HH(bOpMaIIPII/I, OGCCHC‘II/IBaIOIHI/IX
peaIn3anui0 TEXHUYCCKHX MEP 3alllMThl I/IH(i)OpMaIII/II/I

Omnpenensirs CIPYKTYPY CHCTEMBI 3aNIUTHI HHpOpPMaHIH
AaBTOMaTH3MPOBaHHOM CHCTEMBI B COOTBETCTBHH ¢  TpeGOBaHMIMH
HOPMAaTHBHBEIX IPAaBOBBIX JOKYMEHTOB B OOJIaCTH 3alMTHl HHQOPMALUH
aBTOMAaTH3HPOBAaHHbIX CHCTEM

Heob6xoauMble 3HaHUA

Pykosopsdiye u MeToAMYECKHE JOKYMEHTHI YIIONHOMOYEHHBIX (edepatbHbIX
OpraHOB MCIIOJHHUTENIBHOR BIIACTH IO 3aIMuTe HHGOpMAIMH

HopMatupHEIE MpaBoBble aKTHl M  HalMOHAIBHBIE CTAHAAPTHL IO
JIMOEH3UPOBAHMIO B 0611aCTH 00eCIIeYeH)s 3aIMTh TOCYIapPCTBEHHON TaiHEI
H CEpTH(UKANUY CPEACTB 3aITUTEHI HHGOpMaIUU

IIpuHuumel mocTpoeHWs U (QYHKUHOHUPOBAHHS, NPHUMEPH peanu3amuit
COBPEMEHHBIX JIOKATBHBIX M DIIOOANBHBEIX KOMIIBIOTEPHBIX CETEM H HX
KOMIIOHCHTOB

Ocobennoctn 3ammTel HMHGOPMAlMK B aBTOMATH3MPOBAHHEIX CHCTEMAaX
YIIPaBJICHHS TEXHOJIOTHIECKIUMH IpOLIeCCaMHt

Kputepun onesxu 530QeKTHBHOCTH H HAAEKHOCTH CPEJCTB 3alUTHI
UH(OPMAIMH ITPOTPAMMHOTO 00eCIIeYeH s aBTOMATH3HPOBAHHLIX CHCTEM

IlpuHuMnel OpraHM3allMH H CTPYKTYpa CHCTEM 3aliuThl HMH(pOpMAIMH
IIPOrpaMMHOr0 00€CTICYSHHUS aBTOMATH3HPOBAHHBIX CHCTEM

OCHOBHEIE XapaKTEPHCTHKH TEXHUYECKHX CPEICTB 3alMTH HHGOPMAIHH OT
yTEUEK 110 TEXHUIECKHM KaHAIAM

IIpunnumne! GpopMHpPOBaHHS NOIMTHKE HH)OPMALMOHHOM O€30HaCHOCTH B
aBTOMATH3MPOBAaHHBIX CHCTEMaX

Jpyrue xapakTepuCTHKH

3.4.3. Tpynosas pyHKuust

PazpaboTtka skcnuryaTalinoBHOM VposeHb
HaumMeHnopaHue JOKYMEHTAINH Ha CHCTEMEI 3aIITUTEI Kon | D/03.7 (moxypoBeHs) 7
HH(pOpMaITH aBTOMATH3HPOBAHHEIX CHCTEM KBanHUKaLmn
IIpoucxoxnenme OBOHt HMCTBOBaH 3
p H TPYA Opursmar = X - 3a om
$yHKIHU OpHTHHAIA
Kon PerucrpamuorHbIit
OpHI'MHaNa HOMEp
OpodeCCHOHATEHOTO
CTaHAapTa

Tpynossie neiictBus

AHanu3 TeXHMYECKOH NOKYyMEHTAUWH WHGOPMaUMOHHOM HHPACTPYKTypHI
aBTOMATH3MPOBaHHOM CHCTEMBI

Anamm3 3aIUIIEHHOCTH HH(POpMaIMOHHOM HHGPACTPYKTYpHI
aBTOMATH3UPOBAHHOMN CHCTEMBI

@®opmupoBanne TpeboBaHME 1O  3amuTe HMHPOPMANHM, BKIIOYAsS
HCMOJIB30BAHME MATEMATHYECKOTO ammnapara [UId PEHIeHUs OPHKIANHBIX
3agaq

HOKYMeHTI/IPOBaHI/IC IIPpOrpaMMHOI'0 OGCCHC‘ICHI/I}I, TEXHHUICCKUX CPECACTB, 6a3
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JIAHHBIX M KOMIBIOTEPHBIX CETeH ¢ y4eroM TpeOoBaHHMH IO OOECHedeHHIO
3aIUTHI HHGOpPMaLHH

AHamu3  CTPYKTYpHBIX H  (QYHKIHOHANBHBIX ~ CX€M  3alMIICHHBIX
ABTOMATHU3UPOBAHHEIX HHPOPMALMOHHBIX CHCTEM

OGocHoBanue KpuTepueB 3G HeKTHBHOCTH QYHKIMOHAPOBAHUS 3aHUINCHHBIX
ABTOMATH3MPOBAHHBIX HHPOPMALMOHHEIX CHCTEM

Hcnonp3oBanue IIporpaMMHO-annapaTHbix CpeaCTB obecnedyeHHns
0€30MacHOCTH I/IH(I)OpMaI.II/II/I B aBTOMAaTH3HPOBAHHBIX CHCTEMAX

Heob6xomuMele yMEHHS

Onpesenats Mepsl (TpaBuia, NPOUENYPHL, NPAKTHICCKUE IIPHEMBL,
PYKOBOJIANIME TIPWHUMIEL, METOABI, CPEACTBA) JUISl 3alMThl HHYOPMAHH B
ABTOMATHU3MPOBAHHBIX CHCTEMaX

Pa3pabaTeiBaTh  TEXHHYECKHE  3aJaHAs Ha  CO3JAaHME  MOJCHCTEM
uH(OPMAIHOHHOM 6€30IaCHOCTH aBTOMATH3HPOBAHHBIX CHCTEM

TIpoekTHpoBaTh MOACHCTEMBI 0e30MacHOCTH HMHGOpMAllHd € Y4ETOM
JeHCTBYIONIMX HOPMATHBHBIX H METOMHYECKUX JOKYMEHTOB

PaBpa6aTBIBaTI> MOJIETH aABTOMAaTU3HPOBAHHBIX CHUCTEM M CHCTEM 3alIUTHI
I/IH(I)OpMaI.II/II/I aBTOMATH3HUPOBAHHBIX CUCTEM

HWccneioBaTh MOJETM aBTOMATH3MPOBAHHBIX CHCTEM H CHCTEM 3allUTHI
6€300aCHOCTH aBTOMATH3HPOBAHHBIX CHCTEM

AHaIM3UPOBaTh IPOrpaMMHBIE, apXUTEKTypPHO-TEXHHUECKHE H
CXEMOTEXHHYECKHE PENICHHS KOMIIOHEHTOB aBTOMATH3UPOBAaHHBIX CHCTEM C
HEBI0  BHIIBICHHS IOTCHIHAIBHBIX  YA3BAMOCTEH CHCTEM  3alllUTHI
uH(OpPMAINH aBTOMaTH3HPOBAHHBIX CHCTEM

OnenuBats MHGOPMAMOHHBIE PUCKA B aBTOMATH3HPOBAHHBIX CHCTEMax M
ompenensaTh HHPOPMAUMOHHYIO HMH(PACTPYKTYpy H HHQOpMAIMOHHEIE
pecypesl, HOIJIeKAIHe 3aIMTe

[IpOBOIHT TEXHHKO-3KOHOMUYECKOE OOOCHOBAHHE IPOCKTHBIX pEIICHHH
IIPOrpaMMHO-aNMapPaTHEX CPEACTB OOECTedeHHs 3alUThl HHGOpMaluH B
ABTOMATH3MPOBAHHOM CHCTEME C IeNbi0 ObecredeHus TpedyeMoro ypoBHA
3aIIUIEHHOCTH

UccnenoBats  3G(EKTMBHOCT  MPOEKTHBIX  PEMICHHH  IPOrpaMMHO-
ammapaTHBIX = CpelCTB  ofecmedeHHs — 3amuTel  HHQOpMamuu B
aBTOMATH3MPOBAHHOM CHCTEMe C LENBI0 ObecredeHns TpeOyeMOoro ypOBHS
3aIUINEHBOCTH

ITpoBOMMT, KOMIUIEKCHOE TECTHPOBAaHME W OTIAAKy AaNlapaTHBIX M
IPOrpaMMHEBIX CHCTEM 3alIUTHl HHpOpMANUH

HeobxonuMble 3HaHMS

OCHOBHBIE METO/Ib] YIPaBIeHHs HHPOPMAIIMOHHOH 6€30MacHOCTBIO

OCHOBHbIE TOHSTHS TEOPHM aBTOMAaTOB, MaTEMaTHYECKON JIOTMKH, TEOPHH
aJITOPUTMOB H TeopHH rpadoB

OCHOBHBIE MeTOIBI yIpaBIEHHsS NOPOSKTaMH B 00IacTH HHGOPMAMOHHOR
0e30I1aCHOCTH

HanmoranbEBle, MEXTOCYIApCTBEHHBIE H MEXAyHapoIHBIE CTaHAapThl B
o6nacTy 3amuThl HHPOpPMALUU

OcHoOBHBIE MEPHI IO 3alllUTC I/IH(I)OpMaI_II/II/I B aBTOMATH3UPOBAHHEIX CUCTEMAX

OcobenHoCTH 3amuThl HHGOPMAIMA B aBTOMATH3MPOBaHHBIX CHCTEMaX
yIpaBJIEHYS TEXHOJIOTHYECKHMH IIpoIieccaMut

Yrpossl 6€30MacHOCTH, HHPOPMAIMOHHBIE BO3ACHCTBHA, KPUTEPHH OLCHKH
3AIMUINEHHOCTH M METOABI 3amMTel MHGOpMAalMHM B ABTOMATH3HPOBaHHBIX
CHCTEMax

Metonpl, cIocobBl, CpeNCTBa, NOCIEAOBATENbHOCTE U COACPXKAHME JSTaloB
pa3paGOTKH aBTOMATH3HPOBAHHBIX CHCTEM M CHCTEM 3AlUUTHI HH(OpMaimy

e T
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ABTOMaTU3UPOBAHHBIX CHCTCMAax

[IporpaMmHO-anmapaTHbIe CPeACTBa OGecHedeHus 3alMMTH HHPOPMALUM B
IIPOrpaMMHOM 00€eclIeYeHHH aBTOMAaTH3HPOBAHHBIX CHCTEM

OcHoBHBIE CpencTBa, CIOCOOBI M IPHHOMIEI MOCTPOSHHS CHCTEM 3aIIHTHI
HH(OpPMaLuK aBTOMAaTH3UPOBAHHBIX CHCTEM

HopMaTusHEIE TpaBoBHIE aKTHI B 00JICTH 3aNIMTHI MHGOPMAITHY

P}’KOBOIUIIHI/IC " METOOUYCCKHE OJOKYMEHTBI YIIOJTHOMOYCHHEBIX (l)ellepaJILHBIX
OpraHoOB HCIIOJIHUTEIbHON BJIACTH IO 3aIHUTE KH(bOpMaHHPI

Jpyrue xapakrepucTHKA

3.4.4. TpynoBasi pyHKIHS

Pa3paboTka nporpaMMHBIX ¥ IIPOrPaMMHO- VpoBeHs
HanMeHoBaHue anmnapaTHbIX CPeACTB AJI1 CHCTEM 3allUTHI Kox | D/04.7 (noxypoBeHs) 7
UHGOPMAIMU aBTOMaTH3NPOBAHHAIX CHCTEM KBamiuKamy
cX i
HpOPI OXOCHUC TPYAOBOU Opanan X 3aMMCTBOBAHO 3
byHKIHH OpHI'MHANA
Kon Perucrpanponssiit
OpMI'HHAJa HOMeEp
MpodecCHOHAILHOTO
CTaHaaprTa

TpynoBele nelicTBus

Pazpaborka TeXHHWYECKOH NOKyMEHTallMd B COOTBETCTBHH C TpeGOBaHMSAMH
Enunoit cuctemsl koHcTpykTopckoil mokymenrtamuu (ECKI]) um Enunoii
cucreMbl mporpamMmmHod  gokymeHTammu (ECIIJ]) Ha  KOMIOHEHTHI
aBTOMATH3HUPOBAHHBIX CHCTEM

IIpuMenenne cpecTB CXEMOTEXHHIECKOTO NPOEKTHPOBAHUSA U COBPEMEHHOM
H3MEPHUTENBHOM anmapaTypsl

CunTes CTPYKTYpHBIX ¥  (QYHKIMOHAIBHEIX CX€M  3al[MIIEHHBIX
ABTOMATH3HMPOBaHHBIX CHCTEM

Pa3paboTka nporpaMmMHOro obecedeHus, TEXHUIECKUX CPEACTB, 6a3 HaHHBIX
U KOMIIBIOTEPHBIX CETeH C Y4eTOM TpeOGOBaHHI 10 OOECIEYEHHIO 3allHThHI
uHpOpMAaITHH

Pa3paboTka 3JIEKTPOHHBEIX CXEM C Yy9YeTOM TpeOOBaHMH 1O 3amUTe
undopmanmm

OntuMusarus paGoTH SNMEKTPOHHEIX CXEM C Y4eToM TpebGoBaHmMil o 3amuTe
uHopManum

Heo6xomumeie yMeHHS

OneHuBaTh CIOXHOCTD aJIT OPUTMOB H BLIYHCIICHHHI

PaspabarbiBaTh TeXHHYECKHE 3aaHMs Ha CO3MaHHE IOACHCTEM GE30MacHOCTH
HHGOpMalMH  aBTOMATH3UPOBAHHBIX  CHCTEM, IPOEKTHPOBATE  TaKHe
MOACHCTEMBI C y4YeToM TpeboBaHMI HOpMAaTHBHBIX XokymeHToB, ECK]I u

ECII

AHamu3upoBath IpOrpaMMHBIE, apXMTEKTYPHO-TEXHUYECKHE "
CXEMOTEXHHYECKHE PEIIECHHA KOMIIOHEHTOB aBTOMATH3MPOBAHHBIX CHCTEM C
UEIBI0  BBIABICHHMS  IOTEHIMANBHBIX  YSI3BUMOCTeH  0€30IacHOCTH
HHGOpPMAIMK B aBTOMATU3HPOBAHHEIX CHCTEMAX

IIpoBoUTE KOMIITIEKCHOE TECTHPOBAaHME AaNapaTHRIX M IPOrpaMMHBIX
CpPEJICTB

Heo0Oxoaumele 3Hauus

Ilpodeccronansnas u kpunrorpaguyeckas TEPMHMHOJIOTHS B 0OJACTH
6e3omacHOCTH MHpOPMAIHH

OcCHOBHEIE I/IH(I)OpMaIII/IOHHBIe TCXHOJIOTHH, HCIIOJIBE3YEMBIC B
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aBTOMATH3HPOBAHHLIX CHCTEMaX

CpencTea u cnocoGbl obecredeHns 6€30IacHOCTH HHbOpMaiH, IPUHIMIIE]
TOCTPOEHHS CHCTEM 3allIUTH HHPOpMALHH

OcCHOBHEIE KpI/IHTOl"pa(bI/I‘ICCKI/IC MECTObI, AJITOPUTMEL, IIPOTOKOJIBL,
UCTOJIB3YEMBIC JJIA 3aIUTHL I/IH(I)OpMaI.II/II/I B aBTOMATH3HPOBAHHEIX CHCTEMAX

COBpCMeHHHC TEXHOJIOTHH NMPOTrPaMMHUPDOBAHNS

DrajoHHas MOZENb B3aMMOJIEHCTBUS OTKPBITBIX CHCTEM, OCHOBHBIC
IPOTOKOJIBI, TOCIENOBATENPHOCTE M COJAEP)KaHHE JTalloB IOCTPOCHHSA H
(GYHKITMOHUPOBaHUS COBPEMEHHBIX JIOKAIBHBIX 5 J100aTBHBIX
KOMITBIOTEPHBIX CETEN

OcoOGEeHHOCTH 3alUTHl HMH(GOPMAalMd B aBTOMATH3UPOBAaHHBIX CHCTEMAax
yIIpaBJICHHs TEXHOJIOTHYECKUMH IIPOLIECCaMHU

[TpuEmMnEl pabGOTHL 3/EMEHTOB M (YHKIHOHATILHBIX Y3JI0B 3IEKTPOHHOH
anmaparypbl, THIOBBIE CXEMOTEXHHYECKHE PEINEHHS OCHOBHEIX Y3JI0B H
OI0KOB 3JIEKTPOHHO# annapaTypsl

HpPIHIIIdHBI opraHud3anuy JOKYMCEHTHPOBAHHA pa3pa60TKH H Iporecca
CONPOBOXICHMA MPOrPaMMHOT0 1 alllIapaTHOT'O obecnieueHHs

Mertonpl TECTHPOBaHHS M OTIAJKM IPOTPaMMHOrO M amnmaparHoro
obecnieueHns

ApXHUTEKTYpa, OCHOBHEIE MOJENH, IIOCIEIOBATEIBHOCTE H COAEpXKaHue
STAIOB NPOEKTHPOBaHUsL, Gpu3nuecKkas OpraHu3amus 6a3 JaHHBIX

HopMaTHBHBIE IPABOBBIE aKThI B 001ACTH 3alMTE HHGOpMAIAH

PyKkoBOJISIIHE B METOAMYECKHE TOKYMEHTH! YIOIHOMOYEHHbIX (eliepanbHbIX
OpraHOB MCIIOJHUTENHHOM BIACTH NO 3ammTe MHGOpMAIUu

Jpyrue xapakKTepHCTHKH

3.5. O600mennas TpyaoBas GpyHKuus

dopMmupoBaHe TPeOOBAHUH K 3a1KTE y
. OBEHb
HaunmenoBanue p
anm HH(pOpMaIUy B aBTOMATU3UPOBAHHBIX Kon E N — 8
CHCTEMAX
ITpoucxoxneHue
3auMCTBOBaHO U3
06001IeHBO0 TPy IOBOH Opuru=al X
OpHMrHHANA
ynximm
Kon PeructpaltuoHHBI#
OpHUIrHHAJA HOMeEp
rpo¢eccHoHaILHOTO
CTaHAapTa
Bo3moxHBIE [ 71aBHEIHA CHEHAIKCT O 3alUTe HHGOPMALUH
HanMCHOBAHHA PyKOBOL[I/ITeJIL oTAeNla CHCTEM 3allUThI I/IH(i)OpMaIIIfII/I
JIOJDKHOCTEH, 3aMecTHTENb PyKOBOIMTES JerapTaMeHTa (OT/IeNa) UCCIIEOBaHUA U
npodeccuit pa3paboTok

PykoBoIMTENb fenapTamenTa (OT/ena) HCccle10BaHui M paspaboToK

TpeboBanus x
o6pa3oBaHuIo H
00ydeHHIo

Beicmee 00pa3oBaHMe — CIELHATHTET, MM MAarucTparypa B 00nactd
“HPOPMaAHOHHOH 6€30I1aCHOCTH
u

JlomosBuTENBHOE IpodecCHOHANbHOE 00pa30BaHUe — IPOTPaMMBbI IOBBIMICHHS
KBaTu(UKauK B 061acTH HHPOPMAIMOHHOH OG€30IaCHOCTH

WIN

Bricmiee 06pasoBanye — acIUpa#Typa (aXBIOHKTYPa)
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7§
JonomaurensHoe npodeccuoHaIsHOE 00pa30BaHHe — IPOrPAMMBbI [TOBbIICHHS
KBayukaimy B 061acT nHGOPMAIHOHHOM 6€30IIaCHOCTH

TpeboBaHus Kk ONBITY
MPaKTHIECKOU paboTHI

He Menee matm ner B obnacty 3ammrel WHGOpPMAalWH, B TOM YHCJIE HA
PYKOBOIAIIMX MAOJDKHOCTAX HE MEHee TpeX JeT, Ul HMMEIOINUX BEICHICE
06pa3oBaHUe — CHEIMATHTET WIH MarucTpaTypa B o0nacT HH()OPMANHOHHOM
6e3omacHoCTH

50178

He Menee tpex ner B obiacTé 3amuTH HHPOpPMAIMH, B TOM 4YHCJIE Ha
PYKOBOISIIMX MODKHOCTAX HE MeHee [BYX JIeT, JJIS HMMEIOIIHX BBICIIEE
obpa3oBaHHe — acIHpaHTypa (aABIOHKTYpA)

OcoOrle ycroBus
JoIrycka K pabote

Hanwgue gomycka kK rocy1apCTBEHHOM TaiiHe (IIpH HEOOXOAUMOCTH)

Hpyrue

XapaKkTCPUCTHKH

JlonomHUTETBHbIE XapaKTEPUCTUKH

HamMmenoBauue
JIOKYMEHTA

HanmenoBanue 6a30B0# I'pyTiIbl, TOJDKHOCTH

Ko
A (mpodeccun) mim CrieMUATLHOCTH

OK3

1223 PykoBomwutenu noapasaenenuit o HayIHbIM
HCCIIEIOBAHUSAM H pa3paboTkam

1330 PykoBogurenu ciryx0 u noapasneneHuii B chepe
HHGOPMAIHOHHO-KOMMYHHKAIMOHHBIX TEXHOIOTHI

1213 PyxoBogutenu B 061acTi onpeneneHus OJIUTHKY U
IUIAHHPOBAHUS ACATECIFHOCTH

EKC

- JupekTop (HavalbHUK) BEMHCIUTEIBHOTO
(vEGOPMaANIHOHHO-BHIUHCIIHTENFHOTO) IICHTPA

- Havansauk otaena napopMamn

- Havansank otnena (mabopatopun, ceKTopa) Mo 3ammTe
HHDOpMAIIH

HavansHHUK TEXHHYECKOTO oTAcIa

OKIIJITP

20911 I'1aBHBIA cHeNMAINCT N0 3aIuTe HHGOpMaHH

OKCO

090102 KommnblotepHas 6€30macHOCTb

090103 Opra=u3aiys U TEXHOJOTHS 330U THl HHQOPMAIUH

090104 Kommnnekchas 3ammura 065€KT0B HHQOpPMAaTH3aIHH

090105 KomMiuiexcHoe obecnieuenne nHpOpManmoHHOMH
6€3011aCHOCTH aBTOMAaTH3HPOBAHHBIX CHCTEM

090106 Hndopmarmonnas 6e30macHOCTh
TEJIEKOMMYHHKAITMOHHBIX CHCTEM

090107 IIpoTuBOAEHCTBYE TEXHUIECKAM Pa3BEIKaM

OKCBHK’

051319 MeTtons! 1 cucTEMBI 3aIIATH HHQOPMAaIHH,
uHopMaImoHHasA 6e30acHOCTh
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3.5.1. TpynoBas pyHKUIRA

O6ocHoBaHKE HEOOXOMUMOCTH 3AIUTHI VpoBeHs
HaumMeHOBaHuEe HHGOpPMALAHA B aBTOMATU3UPOBAHHOM Kon | E/01.8 (moxypoBeHs) 8
CHCTEME KpanuuKkauy
IIpoucxoxaeHue TpyaoBOH Opurmmanr X 3aMMCTBOBAHO U3
¢$yHKIIIN OpWTHHAIA
Kon PerucTpanoHHBIH
OpyIrdHajia HOMED
HpogjeccHOHATLHOTO
cTaHIapTa
Tpynoseie nedcTBUA Anamm3 xapakrepa o6pabarbiBaeMoif MHGOPMAIMK M OIpPEAEICHUE MEPEdHs

uH(popManuHu, ouiexxaniell 3aumre

BrisBleHHe CTeleHH y4YacTHs IlepcoHala B 00paboTke 3amuniaeMoi
nHpopManmu

ITnanupoBanue MepOUpHATHH MO OOECIEYEHHIO 3alUThl HH(POpPMALUH B
ABTOMATH3UPOBAHHON CUCTEME '
Onpenencune TpebyeMoro KJjlacca (ypoBH#) 3aAMUINEHHOCTH
ABTOMATHU3MPOBAHHOM CHCTEMBbI

O6ocHOBaHHE HEOOXOMUMOCTH HCIIOJB30BaHMS KpUNTOrpaduIecKuX CPeCTB
3alTUTHl HHPOpPMAaIUN

Pa3paboTka OTYETHBIX JOKYMEHTOB U pa3[e/IOB TEXHUYECKUX 3aaHUi

HeoGxonuMble yMeHUS | AHAIM3UpPOBATh IEH CO3JAHWS AaBTOMATH3MPOBAHHBIX CHCTEM H 3a/a4H,
pelacMble aBTOMaTU3MPOBAHHBIMH CHCTEMAMH

BBt  yA3BUMOCTH  HHPOPMAIMOHHO-TEXHOJOTMYECKHX  pPECypCOB
aBTOMAaTU3HPOBAHHBIX CHCTEM

KnaccupuuupoBars 3amumaeMyro HHGOpPMAIuio IO BHAAM TaiHBl H
CTeleHAM KOH(QHISHIHATEHOCTH M OIEHHBaTh YIpo3sl 6e30IacHOCTH
uHbOpMaNUn

Opraan3oBeBaTh paGoTBl IO CO3JaHMIO, BHEIPEHHIO, IIPOCKTHPOBAHHIO,
pa3paboTKe U CONMMPOBOXKICHUIO 3AIIMINCHHBIX aBTOMATH3HPOBAHHEIX CHCTEM
Hcmonp30BaTh PECKOBYIO METOJOJIOTHIO YIpaBIeHHs 3allliTod MH(popManun
B aBTOMAaTH3UPOBAHHON CHCTEME

Onpenenars Kiacc 3aMMIICHHOCTH AaBTOMATH3MPOBAaHHBIX CHCTEM H €€
COCTaBHBIX yacTeH

HeobxoauMele 3HaHUSA OcHOBHEIE  HH(OPMALMOHHEIE TEXHOJIOTHH, HCTIONIb3yEMbIE B
aBTOMaTH3MPOBAaHHBIX CHCTEMAX

OcHOBHEIE Yrpo3bl 0e30acHOCTH WH(pOpPMAalnu¥ M MOJECIH HapyIIWTENs B
aBTOMAaTH3HPOBAHHBIX CHCTEMAX

Bunabl uHGOpMaIMOHHBIX BO3AEHCTBUM M KPUTEPHH OLECHKM 3allMIICHHOCTH
nHGOpMalHy B aBTOMAaTH3HPOBAHHBIX CHCTEMAX

Mertozp! 3anmTs! HHGOPMAUH OT KYTEUKH)» IO TEXHHYECKHM KaHalaM
ITporpaMmHoO-anmapaTHEE CpeACTBa oOecnedeHus 3alMThl HHGOpMaluH B
IPOrpaMMHOM 00€CIICUeHUH aBTOMATH3HPOBAaHHBIX CHCTEM

Mertonpl, cmocoOsl W cpencTBa 00ecle4eHHS OTKa30yCTOHYHBOCTH
aBTOMAaTH3HPOBAaHHBIX CUCTEM

[MpuHounel GOpMHUPOBaHKS ITOJMTUKN HH(POpManuoHHOH G6Ge30macHOCTH B
aBTOMAaTH3HPOBAaHHBIX CHCTEMAX

HopMmaTuBHEIE TpaBOBEIE aKTH B 00J1aCTH 3aIMTHL HHGOPMaIUH
HanpoHaypHBIE, MEXTOCYJapCTBEHHBIE W MEXIYHApOJAHBIC CTaHIApPTHl B
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obJacTy 3aMuTH HHQOPMAIMHK

PykoBozsIIde U METOAHYECKHE JOKYMEHTH! YIOTHOMOYEHHBIX (eaepalbHbIX
OpraHoOB HCIOJHATEIBHOMN BIACTH IO 3alUTe HHGOpPMALUH

Opranmaunonnme MEPEI IO 3a1UTE PIH(I)OpMaI.[I/II/I

Metoauke cepTHMKAIMOHHBIX HCOBITAaHUH TEXHHYECKHMX CPEJCTB 3aIlUTHI
HHQOPMAIMH OT «yTeYKH» IO TEXHHYECKMM KaHalaM Ha COOTBETCTBHE
TpeGoBaHMIM 0 6€30HacCHOCTH HHPOpMAIHH

Conepxcanne H IOpAdOK JOCATCIBHOCTH IIEPCOHANIa II0 JKCILTyaTallud
3aHIICHHBIX aBTOMAaTU3HPOBAHHBIX CUCTEM H CUCTEM 3allIUThI I/IH(i)OpMaIII/II/I

Jpyrue xapakTepucTUKH

3.5.2. TpyaoBasi pyHKIUSA

Omnpenenenue yrpo3 6€30MacHOCTH VposeHs
HaumenoBanue HH(popManuH, o6padbaTeiBacMOH Kox | E/02.8 (nomypoBeHs) 8
aBTOMAaTH3HUPOBaHHOH CHCTEMOH KBaNAQUKAHH
HCXO0XICHU BOH CTBOBaHO
IIponcxoxacHUE TPYIOBO Opurmman X 3auMcTBO 3
dynximn OpHTHHAIA
Kon PeructpalmoHHeIi
OpHUrMHaNa HOMEp
npodeccHoHaNbHOTO
CTaHjapra

TpynoBelie nefcTBHA

(I)OpMI/IPOBaHIer pasacioB TEXHUYCCKUX 3aJJaHUi Ha CO3JaHHEe CHCTEM
3allIATHL I/IH(I)OpMaI.II/II/I ABTOMATHU3HPOBAHHBEIX CHCTEM

PaspaboTka cucTeM 3amuThl HHPOpMaLUH aBTOMAaTH3HPOBAaHHBIX CHCTEM C
Y4ETOM JIEHCTBYIONIMX HOPMATHBHO-NPABOBLIX JOKYMEHTOB

Ompenenenne KOMILIeKca Mep (TIpaBuJIa, IPOLEXYpPhl, IPAKTHYECKAE [IPHEMEI,
PYKOBOJSIIME TPHHIMILI, METONBI, CPEACTBa) IS 3alIATHl HHPOpMAIMU
ABTOMAaTHU3HPOBAHHBIX CHCTEM

Ol'IpCI[CJ'ICHI/Ie OLICHKH BO3MOXKHOCTEH BHEITHUX U BHYTPCHHUX Hap}’IIII/ITeJIefI

Pa3paGoTka Mojienn yrpo3 6e3omacHoCTH HHPopMai aBTOMATH3HPOBAHHOM
CHCTEMBI

O6ocHOBaH}E TIEpeYHs CepTHQUIMPOBAHHBIX CPEACTB 3alMTHI HHYOPMALIUH,
HeOOXOAUMBIX A9  CO3MaHMA  CHCTEeMbl  3aIlUTHl  HHpOpMamH
ABTOMATHU3UPOBAHHON CHCTEMBI

ABanmus TpeOOBaHMI K Ha3HA9CHHWIO, CIPYKTYpe H KOHQUrypauuu
CO37]aBa€MOM aBTOMATH3HPOBAHHOH CHCTEMBI C HENBIO BBIBICHHSA YIPO3
6e3omacHOCTH MHGOpPMAITHH

Omnpenenenue CTPYKTYpPHO-(YHKIHOHATBHBIX XapaKTepUCTUK
HHGOPMAI[MOHHOM CHCTEMEBI B COOTBETCTBHH C TpeOOBaHHAMH HOPMATHBHBIX
IPaBOBBIX JOKYMEHTOB B 00JIaCTH 3alMTH HH(popManun

Heob6xoauMeie yMeHAS

IMpousBoauTs  BHIOOP  HPOrpaMMHO-AaNNapaTHBIX  CPEACTB  3ANIMTEHI
uHbopMaMK IS MCHONB30BaHUS HX B COCTaBE AaBTOMATHU3UPOBAHHOM
CHCTEMBI C I€Jbl0 oO0ecredeHHS TpeOyeMoro YpoBHs 3allUICHHOCTH
uH(OpPMaINY B aBTOMaTU3HPOBaHHOH cucTeMe

dopMupoBaTh HepedeHh MEPONPUATHH IO NPeJOTBPAICHHIO yrpo3
Oe3omacHOCTH HHMOPMAINH aBTOMaTH3HPOBAHHOH CHCTEME]

CucreMaTH3upoOBaTh PE3yIHTaThl IPOBEICHHBIX HCCICAOBAHUA

AHaIM3HPOBaTh BO3MOXKHBIE YSI3BHMOCTH HHQOPMAIIHOHHEIX CHCTEM

BLIIBIIATD H3BECTHBIE YA3BUMOCTH HHYOPMAIMOHHBIX CHCTEM
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PaspabateiBaTe NPOEKTHI HOPMATHBHBIX JOKYMEHTOB, PErIaMeHTHPYIOIIHX
paboTy 10 3amuTe HHGOPMAIIHU B aBTOMATH3UPOBAHHBIX CHCTEMAX

Heobxomumple 3HaHHS

OcHOBHEIE I/IH(t)OpMaIII/IOHHBIC TEXHOJIOTHH, UCIIOJIb3YCMBIC B
ABTOMATU3HPOBAHHBIX CHCTEMAX

OcHOBHEIE KpI/IHTOI‘pa(i)I/I‘ICCKI/IC METOABI, AJITOPUTMBIL, IIPOTOKOJIEI,
HCITIOJIL3YCEMEBIC NI obecneueHns 6€30IaCHOCTH B BEIMHCIATEIBHBIX CETIX

IIporpaMMHoO-anmapaTHble CpencTBa OOeCIeUeHHs 3allUThl HH(OPMALKH
aBTOMAaTH3HPOBAHHBIX CHCTEM

Cnocobpl peamm3anuu  yrpo3 0€30MaCHOCTH B aBTOMATH3MPOBAHHBIX
cHUcTEMAax

ITocnencTBus 0T HapyIIEHNS CBOMCTB Oe30macHOCTH HHGOpMaImu

OcHoBHBIE yrpo3bl GezomacHocTH WHGOpPMAIMH W MOJENH HapYIIMTENS B
aBTOMaTH3MPOBAHHBIX CHCTEMAX

HanyoHanbsHBIE, MEXTOCYJapCTBEHHBIE W MEXKIYHApOIHbIE CTaHAApPTH B
00JIacTH 3aIHUTHI HHQOpMAITH

PyxoBonsmme u MeToqu4YecKue JOKYMEHTHI YIIOJTHOMOYEHHBIX (hefepalbHbIX
OpraHOB HCIIOJHUTEIHHOM BJIACTH IO 3aIIUTe HH(YOpMALUH

Metomuku cepTHUKAIMOHHBIX HCIBITAHWNA TEXHHYECKHX CPEICTB 3allUTHI
HHGOpMAIIMM OT «YTEYKW» MO TEXHHIECKHM KaHalaM Ha COOTBETCTBHE
TpeOoBaHUAM IT0 Ge30macHoCTH HHBOpMALHH

MCTO):[BI 3allUThI I/IH(I)OpMaI.II/II/I OT «YTCUKH) 10 TCXHUYCCKUM KaHajlaM

IMpunHruner  GOpMHUPOBaHWSA W  pealHd3allid NOJHTHKA 0Ge30MacHOCTH
uH(pOpManuy B aBTOMaTH3HPOBAHHEIX CHCTEMAX

Jpyrue xapakTepuCTHKH

3.5.3. Tpynosas pynxnus

Pa3paboTka apXUTEeKTypBI CHCTEMEBI 3aIIUTHI YpoBeHp
' HauMeHOBaHHe HH(pOpPMANUN aBTOMATU3UPOBaHHON Koa | E/03.8 (moxypoBeHs) 8
CHCTEMBI KBanu¢uKaImn
IIpoucxoxneHue TpynoBoi Opurmmar X 3auMCTBOBAHO U3
byHKIIH OpMIHHAIA
Koxn PerrcTpanyoHHbIH
OpHUTHHANA HOMeEp
podecCHOHATEHOTO
CTaHxapTa

TpynoBsle neiicTBus

IIpoBeneHue oueHKE IOKasareneli kadectBa HW 3(dexkTHBHOCTH pPabOTHI
BEMHCIIUTENPHBIX CHCTEM, [POTPaMMHBIX M IIPOTPaMMHO-aIlIapaTHBIX
CPEZCTB, HCHOJIH3YEMBIX I IIOCTPOSHHS CHCTEM 3aIUTHI HH(pOpMauu

HpOBeI[eHHC TEXHUKO-3KOHOMHUYECKON OLICHKH I.ICJICCOOGPEBHOCTI/I CO3IaHHuA
CHCTCMBI 3aITUTHI anpopMaan aBTOMaTI/ISI/IPOBaHHOﬁ CHCTCMBI

Onpenenenne nopsaka o6paGoTkd HH(POpPMalMH B aBTOMATH3UPOBAHHOM
CHCTEME

dopMHpOBaHWE pa3leNoB TEXHHYECKHX 3aJaHHii Ha CO3/aHHe CHCTEM
3aIUTHl HHGOPMAIMK aBTOMAaTH3UPOBAHHBIX CHCTEM

Pa3zpaboTka  IpOeKTHOM  JOKyMEHTallMH HA  CHCTEMBI  3aIl[UTHI
ABTOMATH3MPOBAHHBIX CHCTEM

Odopmnenne 3asBKkH Ha pa3pabOTKy CHCTEMBI 3allUTH HHGOPMAIHH
aBTOMATU3HPOBAaHHOM CHCTEMBI

Heob6xonuMble ymMmeHAS

Onpenensts KOMILIEKC Mep Bifs ¢ obecnieuenus 0e30macHOCTH
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HH(OPMAIMOHHOM B aBTOMATH3APOBAHHBIX CHCTEMAX

BruiBiare  ysa3BUMOCTH — HH(OPMANHOHHO-TEXHOJIOTHYECKHX  PECYPCOB
aBTOMATH3HPOBAaHHBIX CHCTEM

Pa3pabaTbIBaTh NpeIOKEHUS II0 COBEPIIEHCTBOBAHUIO CHCTEMB! YIIPaBICHHS
3aIUTHl HHOOPMAINY AaBTOMATH3UPOBAHHEIX CHCTEM

IIpoBomutes BEIOOp IpOrpaMMHO-aNMIapaTHBIX CpEACTB  obecredeHus
6ezomacHocTH HH(QOpMamMM JUIT  MCHOJB30BaHHA HMX B COCTaBe
aBTOMAaTH3HPOBAaHHOM CHCTEMBI C LENbI0 oOecmedeHus TpeOyeMoro ypoBHS
3aIMINEHHOCTH aBTOMATH3HPOBAHHON CHCTEMBI

KnaccudumupoBaTs M omeHHBAaTh Yrpo3bl 0e30macHOCTH HHpOpMamuw Ajid
ABTOMATH3UPOBAHHOMN CHCTEMBI

Omnpenenats WHOOPMALMOHHYIO HHQPACTPYKTYpy H HHPOpManHOHHBIE
pecypcsl aBTOMaTH3UPOBAHHOM CHCTEMBI, [TOUIEKAIIHIE 3aIIUTe

PaspabatriBaTh Mozienn yrpo3 6e30macHOCTH MHGOPMAIMK 1 HapylnuTenel B
ABTOMATH3HPOBAaHHBIX CHCTEMAX

Onpenenarts 3QheKTHBHOCTD IPHUMEHEHNUS CPeJICTB HHPOpMAaTH3AIHH

HeobOxogumeble 3HaHMSA

OcCHOBHEIE HH(pOpMaLHOHHEIE TEXHOJIOTHH, UCITOJIB3yEMEIE B
ABTOMAaTH3UPOBAHHBIX CHCTEMAX

Crnioco6BI U cpeAcTBa 3amIUTH HHQOpPMAIMK OT «YyTEYKHM» IO TEXHHYECKHAM
KaHaJ aM H KOHTPOJI 3¢ ¢EeKTUBHOCTH 3alIMTH HHPOPMaUH

OcHoBHBIE cpefcTBa ¥ cnocoObl obecnedeHus Ge3omacHOcTH HMHMOpMAanuy,
HOPHHIMIE HOCTPOSHHS CHCTEM 3alIUTH HHPOpMalKH

IIporpaMmHO-anmapaTHele CpeAcTBa oOOecleueHMs 3alUThl HMH(popMaumu
ABTOMATHU3HPOBAHHBIX CHCTEM

HpI/IHHI/IHBI IIOCTPOCHUA CPCACTB 3alllHThI I/IH(i)OpMaIIHI/I OT «YTCYKH» IIO
TCXHHYCCKUM KaHaJlaM

HanuonanbHele, MEXTOCYIapCTBEHHBIE M MEXIYHAPOIAHBIE CTaHIApTH B
00J1acTH 3amUTHl HHGOPMAITHK

PykoBopsme 1 METOAUYIECKHE JOKYMEHTHI YIIOJTHOMOYEHHBIX (elepabHBIX
OpraHoOB UCIIOJHUTEIHHOMN BIIACTH IO 3aIUTe HHPOPMALHU

Opranu3aliyiOHHBIE MEPHI 110 3amATe MHGOpPMAIHH

MeTompl  TECTHPOBAaHHA WU OTJIAIKH, I PUHITUIIBL OpraHu3aIiu
JOKYMEHTHPOBaHMS pa3pabOTKH, Ipollecca COMPOBOXKACHHSA IPOrpaMMHOTO
o0ecrieyeHns

JIpyrue xapakTepucTuku

3.5.4. TpynoBas ¢pynxnus

HammMenosanne

MoaenupoBaHUe 3aIAIMEHHBIX

aBTOMAaTH3NPOBAHHBIX CHCTEM C IIETIIO
‘aHaIH3a UX yA3BHMOCTeH U 3¢ (PeKTUBHOCTH A=

CpeICTB U cIoco00B 3anuThl HHGopMaIyun

Vposens
Kox | E/04.8 (moxypoBeHs) 8

ITponcxoxaeHue TpynOBOH Opurmman X 3anMCTBOBaHO U3
¢dyHKIAA OpHTHHAIA
Kon PerucrpaimoHHslit
OpUTHHAJIa HOMeEp
npo¢ecCHOHATLHOTO
cTaHIapTa
Tpynoseie neiicTBus Pazpabotka aHATTUTHYECKUX n KOMIIBIOTEPHBIX Mozenei

ABTOMATH3UPOBAHHBLIX CHUCTCM )44 IIOACHCTEM 6e30macHOCTH
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aBTOMATHU3MPOBAHHEBIX CUCTEM

Hccnenopanue AHATUTHYCCKHUX 51 KOMIIBIOTCPHBIX MoaeneH
ABTOMaTU3NPOBAHHLIX CHCTCM u II0OACHUCTEM 0e30macHOCTH
ABTOMAaTH3NPOBAHHBIX CHCTEM

PaspaboTka Mozenu yrpo3 Ge3omacHOCTH MHGpOpMalMM M Hapylureneid B
aBTOMATH3UPOBAHHBIX CHCTEMAaX

I/ICCJ'ICI[OBaHI/IC nporpaMMHBIX, APXUTECKTYPHO-TCXHHICCKUX n
CXEMOTCXHUICCKUX pCIIICHI/Iﬁ KOMIIOHCHTOB aBTOMAaTH3HPOBAHHBIX CHCTEM C
OCIbIO BBIABJICHUA MNOTCHIIHAJIBHBIX y&SBHMOCTCﬁ 0e30macHOCTH
I/IH(I)OpMaIII/II/I B aBTOMATHU3WPOBAHHBIX CHCTEMAX

Ananuz uHQOpMaIMOHHON HHpAcTPYKTYpsl B Ge3onacHocTH HH(OpMaLHK
aBTOMAaTH3MPOBAHHBIX CHCTEM

Pa3paGoTka NpeITOXEeHUH [0 COBEPIICHCTBOBAHUIO CHCTEMBI YIIPaBJICHHA
HH()OPMAIMOHHON 6€300aCHOCTHIO aBTOMaTH3HPOBAHHBIX CUCTEM

HeobxoauMmele yMeHUS

Bemonusare cOop, o00paboTKy, aHanW3 M CHCTEMATH3alHIo Hay4HO-
TEXHHIECKON HHPOpManuy B 00J1acTH 3alUTH HHPOpManuu

Pa3pa6aTI>IBaTB A HUCCIeaoBaTh MaATCMaTHUYCCKHE MOJCIM KOHKPETHBIX
SIBJICHHH H IIPOIECCOB JJIA PCUICHUS PAaCYC€THLIX H HCCIICAOBATC/ILCKUX 3a/1a4

[IpuMeHATh MaTeMaTHIECKUE MOJIENH NPH MPOEKTHPOBAHUN CHCTEM 3allMTHI
vH(popMaIH aBTOMaTH3HPOBAHHBIX CHCTEM

[TpoexTHPOBATH M peaTH30BHIBATE IOUTHKY O€30IIaCHOCTU BBIYHUCIUTEILHBIX
cerel

AHaIA3HpOBaThH OCHOBHEIE XapaKTEePUCTHKH H BO3MOXHOCTH
TeEKOMMYHHKAIMOHHBIX CHCTEM I10 Iiepeade nadopMayn

Heob0xoauMmele 3uanns

MeToapl U TEXHOJOIUH IPOCKTHPOBAHUA, MOACIIAPOBAHNA, HCCICAOBaHNS
CHCTCM 3aIltNThI an)opMaunn aBTOMATH3HPOBAHHLIX CHUCTEM

OcHOBHBIE Yrpo3bl Ge30macHOCTH WH(GOpMAanuy M MOAEIM HApyIIUTENls B
ABTOMATH3HPOBAHHBIX CHCTEMAxX

OCHOBHEIE MCPBI 110 3allTUTC I/IH(i)OpMaI_II/II/I B aBTOMATHU3HPOBAHHBIX CHCTEMaxX

HanuonanpHble, MEXrocyJapcTBEHHBIE M MEXIYHAapOAHBIE CTaHAAPTHl B
00JIaCTH 3aIUTH HHpOpMALHU

PykoBoisIIHe ¥ METOIHYECKUE JOKYMEHTH YIIOJHOMOYEHHBIX (eaeparbHbIX
OpraHOB HCIIOJHUTENBHOM BIACTH IO 3aluTe HHpOpManuy

OCHOBHBIE KpnnTorpa(bnqecxne MCTO/MbI, AJITOPUTMBI, IIPOTOKOJIBL,
HCIIOJIB3YEMEIC IJIA 3alllUThL I/IH(I)OpMaIII/II/I B aBTOMATH3UPOBAaHHBEIX CHCTEMaX

HpPIHHHHLI IIOCTPOCHUA CPEICTB 3allHUTHI nntbopmaunn OT «YTCYKH» IIO
TCXHHYCCKHM KaHajlaM

ITpuHIMOB MOCTPOEHHS M (GYHKIHOHWPOBAHHMS CHCTEM M CETEH IEpenadn
rHbOpMaIuu

Jpyrue XxapakTepuCTHKHI
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IV. CBenenusi 00 opraHu3anusix — pa3pabéoT4ukax npogeccHOHaJIbLHOI0 CTAHAAPTA

4.1. OTBeTCTBEeHHASl OPTraHU3ANMA-PA3PadOTIHK

3A0 «Accounanus CequaTACTOB HHPOPMAITHOHHKIX cucTeMy, ropox Cankt-Ilerepbypr

["enepanbHBIN JUPEKTO CononsuauxoB Anexcanip BnagpMupoBuy
p p p Ap P

4.2. HammMeHOBaHMS OpraHH3anuii-pa3padoTIHKOB

1 | MexpernonanbHas oOIIeCTBEeHHAas OpraHM3alHsd «AccoIMarus 3amyTel HHGOpPMaluu», ropon
Mocxksa

2 | ®T'KOY BO «Axanemns ®enepansHoii ciyx0b1 6ezonacHocTH Poccuiickoli Denepanuuy», ropon
Mocxksa

w

OI'VII «Hayuno-texuuueckuii neHTp «Atnac», ropog Mocksa

4 | depepanbHOE yueOHO-MeTOAMYECKOE OOBEAVHEHUE MO YKPYIHEHHOH IpyIIe CIENHaIbHOCTEH H
HanpasJieHud noarotoBku «MHbopMannonHas 6€301aCHOCTE)

! O6mepoccutickuit KnaccupUKATOp 3aHATHIA.

2 Obmepoccuiickuii kaccH(pAIKaTop BUIOB SKOHOMAYIECKOH JEATebHOCTH.

-3 B mummrit KBaTU(UKAIHOHHBIH CIPaBOYHHUK HOJDKHOCTEH pyKOBOAUTENIEH, CICUAIUCTOB U IPYTHX CIIYKallHX.

* O6mepoccHitcKuit KIacCHPHKATOp Npodheccuil paGourX, JOIKHOCTe! CITyaIHX H TapA(HEIX Pa3psIOB.

% O6mepoccuiickuit KTaccHUKATOp CHENHATLHOCTE!H TI0 06Pa30BaHHIo.

¢ 3akon Poccwmiickoii Genepammm ot 21 mona 1993 r. Ne 5485-1 «O rocynapcTeHHoit Taiine» (Cobpanue 3aK0OHOATENLCTBA
Poccuiickoit ®epepaumu, 1996, Ne 15, ct. 1768; 1997, Ne 41, cr.cT. 4673, 8220, 8221, 8222, 8223, 8224, 8225, 8226, 8227,
8228, 8229, 8230, 8231, 8232, 8233, 8234, 8235, 2002, Ne 52, ct. 5288; 2003, Ne 6, cT. 549, Ne 27, cT. 2700, Ne 46, cT. 4449;
2004, Ne 27, ct. 2711, Ne 35, ct. 3607; 2007, Ne 49, c1. 6055, cT. 6079; 2009, Ne 29, ct. 3617; 2010, Ne 47, ct. 6033; 2011,
Ne 30, cT. 4590, ct. 4596, Ne 46, c1. 6407; 2013, Ne 51, cT. 6697; 2015, Ne 10, c1. 1393).

" Ofmepoccuitckmii KiraccubUKATOp CENMANBLHOCTEH BhICIIEH HayTHOH KBaIH(MKALIHH.




